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1
Decision/action requested

It is requested to approve the proposed pCR content for subclause 6.7.2 of TS 33.501.
2
References

[1]
3GPP TS 23.502     Procedures for the 5G System
3
Rationale

In clause 4.2.2.2 in TS 23.502[1], it is stated that

“New AMF to UE: Registration Accept (5G-GUTI, Registration area, Mobility restrictions, PDU session status, NSSAI, Periodic registration update timer, LADN Information and accepted MICO mode, IMS Voice over PS session supported Indication).
The AMF sends a Registration Accept message to the UE indicating that the registration has been accepted
.……

 The NSSAI includes the Allowed S-NSSAIs.”

So, the allowed NSSAI is transferred in Registration Accept message, and there is no obvious need to return allowed NSSAI in NAS SMC. So, the contribution deletes the allowed NSSAI in NAS SMC procedure.  
4
Detailed proposal

*************** Start of Change 1 ****************
6.7.2
NAS security mode command procedure

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.4, which is about NAS security mode command procedure. 

Editor’s Note: Aspects related to interworking are FFS.

Editor’s Note: Whether the current text is to be rewritten in a step description manner for the Figure 6.7.2-1 is FFS.

Editor’s Note: It is FFS whether the legacy HASH-based mechanism is still required for the protection of the initial Registration Request.

The NAS SMC shown in Figure 6.7.2-1, shall be used to establish NAS Security context between the UE and AMF. This procedure consists of a roundtrip of messages between AMF and UE. The AMF sends the NAS Security Mode Command to the UE and the UE replies with the NAS Security Mode Complete message.. It is also used to provide protection against a man-in-the-middle modifying the Registration Request. 

NOTE 1: The protection against the attacks of changing IEs in the Registration Request messages requires the NAS Security Mode Command procedure to complete. In order to prevent this an attacker must force this Registration procedure to end before the UE receives a successful NAS Security Mode Command message from the network. As up to this point the UE will accept unprotected messages, the attacker is capable of sending all those messages and hence it can not trigger a message from the network by changing IEs that it could not send itself.

The NAS Security Mode Command message from AMF to UE shall contain the replayed UE security capabilities, the selected NAS algorithms and the <5G key set identifier> for identifying KAMF. In the case of sending a NAS Security Mode Command during a Registration procedure (i.e. after receiving the Registration Request but before sending a response to that message) where the relevant Request message did not successfully pass its integrity protection, the AMF shall calculate a HASHAMF of the entire plain Request message and include the HASHAMF in the NAS security mode command message. This message shall be integrity protected (but not ciphered) with NAS integrity key based on KAMF indicated by the <5G key set identifier>  in the message (see figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 

Editor’s Note: Details of the HASHAMF calculation are FFS.

Editor’s Note: The name of the Key Set Identifier is FFS.

The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE 5G security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on KAMF indicated by the  <5G key set identifier> . 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request that it has sent and compare it with HASHAMF. 

Editor’s Note: Details of the HASHUE calculation are FFS.

NOTE 2:
The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS security mode command message that includes a HASHAMF.

If the verification of the integrity of the NAS Security Mode Command is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the <5G key set identifier> and send the NAS security mode complete message to AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include IMEISV in case MME requested it in the NAS Security Mode Command message. In case HASHUE and HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. 
Editor’s note: The name of the equipment identity (e.g. IMEISV) message is FFS

NOTE3:
A failed Hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities that the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete using the keys and algorithms indicated in the NAS Security Mode Command. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. If the NAS Security Mode Complete message contains a Registration Request message, the AMF shall complete the on-going Registration procedure by considering the contained Attach/TAU Registration Request message as the message that triggered the procedure.

If the verification of the integrity of the NAS Security Mode Command is not successful in the UE, it shall reply with a NAS Security Mode Reject message. The NAS Security Mode Reject message and all following NAS messages shall be protected with the previous, if any, 5GS NAS security context, i.e., the 5GS NAS security context used prior to the failed NAS Security Mode Command. If no 5GS NAS security context existed prior to the NAS Security Mode Command, the NAS Security Mode Reject message shall remain unprotected. 

NOTE4:
If the uplink NAS COUNT will wrap around by sending the Security Mode Reject message, the UE releases the NAS connection instead of sending the Security Mode Reject message. 

Editor’s Note: Details of the NAS security mode command procedure failures are FFS.
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Figure 6.7.2-1: NAS Security Mode Command procedure
*************** End of Change 1 ****************
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AMF
1a. Start integrity protection
1b. NAS Security Mode Command(ngKSI, UE sec capabilities, 
Ciphering algorithm, Integrity algorithm, [HASHAMF, ]NAS-MAC)
2a. Verify NAS SMC integrity and if successful start uplink ciphering, downlink deciphering and integrity protection
1c. Start uplink deciphering
2b. NAS Security Mode Complete([Registration Request, ]NAS-MAC)
3. Start downlink ciphering



