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***** First Change *****
7
Evaluation and SCAS instantiation

7.1
Security Assurance Specification instantiation documents creation 

The SCAS instantiation consist of a set of documents provided by the Vendor to give test laboratories and operators the relevant information to understand the critical parts of the network product to be evaluated. The SCAS instantiation provides a concrete mapping of the "theoretical" assets and security requirements of the SCAS into "real" assets and components supporting the security requirements of the network product being evaluated. 

The SCAS instantiation is a set of documents and is not expected to have a fixed structure. This will allow vendors to maximize the reuse of existing documentation. 

The content of the SCAS instantiation is however defined and it contains details on:

-
Network Product description (e.g. software version, documentation version)

-
Scope of evaluation 

-
Mapping of SCAS security requirements to the network product and assets in the network product 

-
References to the applicable document versions containing operational guidance in the documentation of the network product

-
Information needed to start the Security Compliance Testing, including Basic Vulnerability Testing 
-    Details of licenses that are required for the product to operate in the scope of evaluation (if relevant)
The above document set is updated by the vendors until the testers (Security Compliance Testing, Basic Vulnerability Testing) consider they have enough and correct information to execute the required tests. Details on the content of these documents and of the update process are provided in clause 7.2.2.

***** Next Change *****
7.2.2.2.1
Scope of the evaluation

7.2.2.2.1.1
Overview

A given network product from a vendor might be packaged in different ways for each commercial transaction to address the tailored request from operators. 

SECAM evaluations are conducted for a particular packaging of the network product. One objective in SECAM is to ensure maximum reusability of evaluation results of the evaluation of a particular package while still provide a clear and comprehensive description of the boundaries of what was evaluated. In practice to maximize the reuse, the vendor is likely to have the most commonly sold package of its network product evaluated.

A clear definition of the boundaries of what was evaluated ensures this reusability but also prevent a false perception of what was security tested as additional components are facing well-defined interfaces. 
Consequently, in the scope of evaluation of the SCAS instantiation document, the vendor provides a clear description of the network product that will be tested, i.e. a description of the version of the network product in the scope of SCAS. 
In particular, the network product description does not contain security requirements or functions, but a logical and physical perimeter for the evaluation.  In particular the definition of the network product describes its content in terms of high level description of the components and external interfaces. This description of the network product provides: 

-
All components mandated by network product class definition in SCAS and  implemented by the network product.  
-    All external communication interfaces of the network product. Details (including protocols, ports, services and purpose) for each of the external communication interfaces of the network product that allow communications between functions inside and outside the network product. 

Finally, whether a component is part or not of the network product as well as the granularity of the definition of a component is disambiguated by the test cases of the SCAS. For example, an SCAS may include the following requirement:

***** End of Changes *****
