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1
Decision/action requested

Editorial clarification related to key KASME delivered from the home network to the serving network in earlier mobile network generations.
2
References
33.501 v.050
3
Rationale

The text “Furthermore, the anchor key provided to the serving network shall also be specific to the authentication having taken place between the UE and a 5G core network, i.e. the KSEAF shall be cryptographically separate from the key delivered from the home network to the serving network in earlier mobile network generations.” may lead the reader to think that“specific to the authentication” refers to 5G AKA or EAP-AKA’. But, actually it is meant that KSEAF is different from KASME in earlier generations. Thus, it is proposed to add KASME in the text.
4
Detailed proposal

****************** Start of changes ******************

6.1.1.3
Granularity of anchor key binding to serving network

The primary authentication and key agreement procedures shall bind the KSEAF to the serving network. The binding to the serving network prevents one serving network from claiming to be a different serving network, and thus provides implicit serving network authentication to the UE. 

This implicit serving network authentication shall be provided to the UE irrespective of the access network technology, so it applies to both 3GPP and non-3GPP access networks.
Furthermore, the anchor key provided to the serving network shall also be specific to the authentication having taken place between the UE and a 5G core network, i.e. the KSEAF shall be cryptographically separate from the key KASME delivered from the home network to the serving network in earlier mobile network generations.

The anchor key binding shall be achieved by including a parameter called "serving network name" into the chain of key derivations that leads from the long-term subscriber key to the anchor key. 

The value of serving network name is defined in subclause 6.1.1.4 of the present specification. 

The chain of key derivations that leads from the long-term subscriber key to the anchor key is specified in subclause 6.1.3 of the present document for each (class) of authentication methods. The key derivation rules are specified in Annex A. 

NOTE:
No parameter like 'access network type' is used for anchor key binding as 5G core procedures are supposed to be access network agnostic.

Editor's Note: The compatibility of serving network authentication with network sharing scenarios is FFS.

****************** End of changes ******************
