3GPP TSG SA WG3 (Security) Meeting #90
S3-180062
22 -26 January 2018, Gothenburg (Sweden)
revision of S3-18xabc
Source:
KPN
Title:
REAR – Removal of Editor’s Note in 5.3
Document for:
Approval

Agenda Item:
8.2
1
Decision/action requested

SA3 is kindly requested to accept the deletion of the Editor’s Note.
2
References

[1]
3GPP TR 33.843
[2]
3GPP TR 23.733
3
Rationale

Clause 5.3 contains an Editor’s Note:
Editor’s Note: It is FFS whether a scenario exists where there is sufficient trust between the eRemote-UE and eRelay-UE to allow sharing of the IMSI.

This Editor’s Note seems to suggest that there are trust models for eRelay-UEs where the IMSI can be shared. In our view, there might indeed exist such models, however, starting with the precedent of sharing the IMSI goes against the principle that the IMSI normally isn’t shared. Also, the management of when the IMSI can be shared and when it cannot be shared is deemed too complicated to fix within the timeframe of REAR. It is therefore proposed to delete the Editor’s Note and agree that the IMSI is not shared with the eRelay-UE.

4
Detailed proposal

*** Beginning of Change ***
5.3
Key Issue #3: IMSI Privacy of eRemote-UE

5.3.1
Introduction

TR 23.733 [3] contains a number of solutions where the IMSI may be sent from the eRemote-UE to the eRelay-UE either as a result of the connection setup or for allowing the eRelay-UE to listen to paging messages on behalf of the eRemote-UE. This key issue deals with potential privacy issues of these identifiers.

5.3.2
Key Issue Details

In order to establish bearers to the network via an eRelay-UE, an eRemote-UE may have to perform an attach, TAU, or handover procedure. As a result, the eRemote-UE and eRelay-UE will have to share identifiers in order to let the network identify the two UEs involved in the indirect communication. Additionally, the eRemote-UE may share its IMSI with the eRelay-UE after connection setup in order to allow the eRelay-UE to forward paging messages. Depending on the identifier used, revealing these may constitute a privacy problem.

The TR 23.733 contains 10 solutions where identifiers are exchanged for the purpose of setting up or switching to the indirect connection. In addition, TR 23.733 contains one solution for paging. Depending on the solution, the identifiers that are exchanged (or sent via eRemote or eRelay-UE) are for example the following:

-
GUTI, S-TMSI;

-
IMSI;

-
C-RNTI;

-
eProSe Discovery ID;

Of these identifiers, the GUTI, S-TMSI, C-RNTI and eProSe Discovery ID are meant to be sent in the clear and have a temporary nature. The IMSI, however, is not meant to be revealed and may have to be protected. The IMSI is sent from the eRemote-UE to the eRelay-UE the following cases:

1.
When the eRemote-UE performs an initial attach via the eRelay-UE; 

2.
When a TAU, NAS Service Request, or GUTI attach results in an error from the network and an identity request;

3.
When the eRemote-UE and eRelay-UE have set up a connection and the IMSI is forwarded to the eRelay-UE to enable IMSI-paging for the eRemote-UE.

It should be noted that the case 2 can also be done by a malicious eRelay-UE. Furthermore, the case 3 describes the situation where the eRelay-UE and the eRemote-UE have already established a connection and the eRemote-UE forwards its IMSI to the eRelay-UE so that it can listen to paging messages on its behalf.

Concluding, some procedures and functionality may require that the eRemote-UE may send its IMSI to the eRelay-UE which may constitute a privacy problem.

5.3.3
Security Threats

Revealing eRemote-UE's the IMSI to the eRelay-UE is a breach of the user’s privacy.

5.3.4
Potential Security Requirements
· The IMSI of the eRemote-UE shall never be sent to the network via the eRelay-UE in clear text;

· The IMSI of the eRemote-UE shall not be shared with the eRelay-UE for IMSI paging.



*** End of Change ***

