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1
Decision/action requested

It is proposed to add the details on key setting in TS 33.501.
2
References

[1]
3GPP TS 33.401: 3GPP System Architecture Evolution (SAE); Security architecture
[2]
3GPP TS 33.501v60: Security Architecture and Procedures for 5G System
3
Rationale
This contribution adds the context of subclause 6.2.3.1. The changes proposed in subclause 6.2.3.1 are mainly from TS 33.401 with modifications to adapt to 5G.
4
Detailed proposal
It is proposed to approve this pCR to TS 33.501 [1]. 
***************************Start of changes *************************************

6.2.3.1
Key setting

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.1, which is about key setting during AKA. 
Authentication and key setting are triggered by the authentication procedure. Authentication and key setting may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the mobile subscriber (i.e. 5G-GUTI or SUPI) is known by the AMF. A successful run of AKA (5G AKA or EAP-AKA’) results in a new KAMF that is stored in the UE and AMF. 

For 3GPP access, NAS keys, KgNB and the RRC and UP keys are derived from KAMF using the KDFs specified in Annex A.
The NAS keys derived from the new KAMF are taken in use in the AMF and the UE by means of the NAS security mode set-up procedure (see subclause 6.7.2). The AS keys for 3GPP access are taken into use with the AS security mode set-up procedure (see subclause 6.7.4) or with the key change on the fly procedure (see subclause 6.9.6). 
Editor's Note: the key setting for non-3GPP access is ffs.
***************************end of changes *************************************

