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1. Overall Description:

RAN2 has discussed the security aspects of supporting LTE eNB serving UEs attached to 5GC and has come up with following questions where RAN2 requests SA3 for clarification:

Key handling in RAN:
Question 1: Can the current mechanism in E-UTRAN for (re) derivations of RAN keys during mobility that support forward and backward security be adopted as a working assumption for NG-RAN supporting E-UTRA access? Is the Key hierarchy any different from the E-UTRAN version?
Question 2: Will 5G CN introduce support for new AKA algorithms and credentials, and if so will this have any impact on NG-RAN supporting E-UTRA access or can NG-RAN supporting E-UTRA access treat the keys (e.g. KgNB) in the same way regardless of which AKA or credentials was used?

Algorithms support in RAN:

Question 3:  Can SA3 clarify if legacy LTE security algorithms (i.e. SNOW 3G, AES, ZUC, Null Integrity/Ciphering) are supported in the AS layer for LTE eNBs serving UEs attached to 5GC or EPC independent of PDCP version for SRBs and DRBs (i.e LTE PDCP & NR PDCP)?

Question 4: Can SA3 and CT1 clarify if the UE security capabilities related to the security algorithms used in AS layer will be signalled on 5G NAS layer and provided to the AS layer from 5GC during initial UE context setup?
Question 5: Will new AS security algorithms and Key Derivation Function be introduced for 5G-CN and NG-RAN supporting E-UTRA access in future? If so, kindly share their names and can these algorithms be optionally supported by LTE eNBs serving UEs attached to 5G-CN?
Question 6: Will 256 bit security algorithms be supported for 5G-CN and NG-RAN supporting E-UTRA access? If so, can SA3 clarify if the current handling of keys in RAN (which is based on 256 bits) would be able to support the introduction of new 256 bits algorithms?
Question 7: Can SA3 confirm that RAN 2 can adopt Integrity Protection for User Plane as an optional feature for both eNB connected to 5GC and UE?
2. Actions:

To SA3 group.

ACTION:  To provide input to the questions above.
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