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Decision/action requested

This paper discusses the issue of NAS message handling after first registration procedure in the situation of mult-NAS in same PLMN and proposes way forward.
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Discussion

In 23.501 clause 5.3.2.4, it says:
“If the UE is performing registration over one access and intends to perform registration over the other access in the same PLMN or equivalent PLMN (e.g. the 3GPP access and the selected N3IWF are located in the same PLMN), the UE shall not initiate the registration over the other access until the registration procedure over first access is completed.”

“When the UE is registered first via 3GPP access, if the UE registers to the same PLMN via Non-3GPP access, the UE shall send the GUAMI obtained via 3GPP access to the N3IWF, which uses the received GUAMI to select the same AMF as the 3GPP access.”
“When an UE 5G-GUTI is assigned during a Registration procedure performed over a Non 3GPP access (e.g. the UE registers first over a non-3GPP access), the UE 5G-GUTI may not be location-dependent, so that the UE 5G-GUTI may not be valid for NAS procedures over the 3GPP access and, in this case, a new AMF is allocated during the Registration procedure over the 3GPP access.”

This implies following:

1. UE cannot send RR in different access type simultaneously, registration must be performed one by one;

2. Second RR over non-3GPP access will be delivered to the same AMF directly by N3IWF;

3. Second RR over 3GPP access may be delivered to new AMF by gNB. The new AMF and the old AMF may be in the same AMF set, or not.
If UE has an active NAS over one access network, considering that UE may lose connection over an access during registering via another access (e.g. quickly moved from inside to outside, or vice versa), the registration procedure over another access shall be efficient as much as possible. Considering that after first registration, NAS security context will be established including a NAS COUNT pair per the access type, and COUNTs of all other accesses can be set to 0 implicitly, following can be concluded:

1) Proposal 1: Any NAS messages (including RR over other access) after first registration procedure needs to be integrity protected using existing NAS security context, no matter via which access it is delivered;

2) Because any NAS message over the non-3GPP access, including RR, will be delivered to the exact AMF serving the first registration without redirection, and the 5G security context has been established by the AMF
Proposal 2: NAS message over non-3GPP access after first registration procedure needs to be confidentiality protected;

2.1) Proposal 3: If the NAS message is RR and UE has active NAS connection over 3GPP access, no user authentication and no NAS SMC over the non-3GPP access is needed, which means second RR over non-3GPP access will not change content and location of 5G security context, this will make the registration procedure simple and efficient. AMF can perform re-authentication after second registration procedure is finished;
3) Because second RR over 3GPP may be delivered to a new AMF, who does not has UE context
Proposal 4: Second RR over 3GPP access shall not be confidentiality protected

Proposal 5: For second RR over 3GPP access and UE has active NAS connection over non-3GPP access, no user authentication over the 3GPP access is needed.

Proposal 6: For second RR over 3GPP access and UE has active NAS connection over non-3GPP access, whether NAS SMC over the 3GPP access is needed or not depends on whether AMF set is changed or not, AMF can perform re-authentication after second registration procedure is finished;

3.1) Proposal 7: If AMF set is not changed, new AMF does not need to perform NAS SMC as Kamf is not changed, and algorithms for protecting NAS messages do not need to be changed, this will make the registration procedure simple and efficient;
3.2) Proposal 8: If AMF set is changed, Kamf will be changed, NAS SMC is needed, the new AMF shall send new Kn3iwf to the N3IWF via N2 AMF Mobility Request message described in 23.502 clause 4.2.2.2.2;

4
Conclusion
Observation 1: UE may lose connection over an access during registering via another access, the registration procedure over another access shall be efficient as much as possible.

Proposal 1: Any NAS messages sent by UE (including RR over other access) after first registration procedure needs to be integrity protected.
Proposal 2: NAS message sent by UE over non-3GPP access after first registration procedure needs to be confidentiality protected.

Proposal 3: If the NAS message over non-3GPP access is RR and UE has active NAS connection over 3GPP access, no re-authentication and no NAS SMC over the non-3GPP access is needed.

Proposal 4: Second RR over 3GPP access shall not be confidentiality protected.
Proposal 5: For second RR over 3GPP access and UE has active NAS connection over non-3GPP access, no user authentication over the 3GPP access is needed.

Proposal 6: For second RR over 3GPP access and UE has active NAS connection over non-3GPP access, whether NAS SMC over the 3GPP access is needed or not depends on whether AMF set is changed or not;

Proposal 6.1: If AMF is not changed, AMF does not need to perform NAS SMC, if AMF set is not changed for second registration, new AMF does not need to perform NAS SMC.

Proposal 6.2: If AMF set is changed, the new AMF shall send new Kn3iwf to the N3IWF via N2 AMF Mobility Request message.
PAGE  

