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The following is a list of proposed open issues which are related to UP security granularity. 
It is proposed/suggested that the followings are addressed in the order listed below.

1. [bookmark: _GoBack]What are the elements of UP security to be considered for granularity (UP security context)
a. UP encryption algorithm
b. UP integrity protection algorithm
c. UP encryption activation
d. UP integrity activation
2. Non-activation of integrity protection (i.e., no MAC-I in PDCP layer)
a. new algorithm identifier
b. Using LTE mechanism, ie using RRC reconfiguration as used for Relay Nodes (which supported UP integrity)
c. Using RRC reconfiguration, but different signaling (such as indication of algorithm)
3. Granularity of UP security, per PDU-session, per-DRB, per QCI (flow)	Comment by Prajwol: Could you please explain more. This seems a bit vague and philosophical to me. I suggest to handle it after we have handled concrete aspects, i.e., ALGORITHM SELECTION and ACTIVATION.
a. Per-PDU session: Each PDU session can support a different UP security context
b. Per-DRB: Each DRB supports a different UP security context (a PDU session may have one or more DRBs)
c. Per-QCI: Flows with the same QCI has the same UP security context. Each DRB has multiple flows with the same QCI. There is an indication in RAN2 documents that multiple QCI can be mapped to same DRB (but out of scope)
4. Granularity of Negotiating UP confidentiality algorithm
a. Single UP confidentiality algorithm
b. Per-PDU session
c. Per-DRB
5. Granularity of Negotiating UP integrity protection algorithm (excluding discussion about no integrity)
a. Single UP integrity protection algorithm for phase 1, but not preclude per PDU for phase 2. 
b. Per-PDU session
c. Per-DRB
6. Method of Negotiating UP confidentiality algorithms
a. Using AS SMC: Similar to LTE RRC integrity; this means that all PDU sessions will be protected using the same UP Integrity algorithm. (not for dual connectivity)
b. Utilizing RRC Signaling: (similar to DC) Each DRB will be protected with the same UP integrity algorithm.
c. Utilizing RRC signaling but mandate all DRBs for the same PDU session have the same UP integrity algorithm.
d. Othersfor dual connectivity, based on RAN2 progress?
7. Method of Negotiating UP integrity protection algorithms
a. AS SMC (not for dual connectivy)
b. RRC Reconfig
c. for dual connectivity, based on RAN2 progress
8. Negotiating UP security integrity activation
a. Using AS SMC: Similar to LTE RRC integrity; this means that UP integrity protection activation is per user; i.e., all PDU sessions are activated as in LTE RRC.
b. Utilizing RRC Signaling: (similar to DC) UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB.
c. Utilizing RRC Signaling: (rn-UP-integrity) this is similar to Relay Node UP integrity activation. This means that activation is separate from UP integrity algorithm negotiation and done separately.
d. Per-Flow: UP integrity is activated per flow or QCI with clear indication of ON/OFF. Separate from UP integrity algorithm negotiation.
e. Others?
9. Negotiating UP confidentiality activation
a. Using AS SMC: Similar to LTE UP confidentiality; this means that UP confidentiality protection activation is per user; i.e., all PDU sessions are activated as in LTE RRC.
b. Utilizing RRC Signaling: (similar to DC) UP confidentiality  is activated per DRB. This allows UP confidentiality to be activated for one DRB while not activated for another DRB. (requirements for UP confidentiality need to adapted).
c. Utilizing RRC Signaling: (rn-UP-integrity) this is similar to Relay Node UP integrity activation. This means that activation is separate from UP confidentiality algorithm negotiation and done separately.
d. Per-Flow: UP confidentiality is activated per flow or QCI with clear indication of ON/OFF. Separate from UP confidentiality algorithm negotiation.
e. Others?
10. Relation between RRC security and user plane security
a. Same algorithm for both for phase 1, not precluding different algorithms in later phases
b. Different
c. ??
11. Where UP security policy resides?
a. SMF communicate UP security policy during PDU session setup. (need confirmation from SA2 and RAN3)?
i. This assumes dynamic (utilizing PCF) and 
ii. Static configuration mechanism.
b. Others? Statically configured in gNB?
c. Consult other group (SA2 and RAN3) – specific group handling PCF Way forward
12. How UP security policy in communicated to gNB
a. SMF communicate UP security policy during PDU session setup.
b. If per-PDU session granularity: CN shall indicate to RAN the identity of the PDU session; thus, it needs to communicate which flow belongs to which PDU session. This is important as in 5G RAN does not have the concept of PDU session.
c. Consult other group (SA2 and RAN3) – specific group handling SMF??? Way forward LS on user plane security policy 
13. Conflict between RAN and CN
a. CN takes final decision
b. RAN overrules without consulting CN



