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Abstract of the contribution: This contribution brings in a new Key Issue: LTK Derivation vs. LTK Transport to Section 7 of TR 33.834.
1. Introduction
Currently, attacks on LTK at either in transition or at rest states are possible because of the nature of transfer of LTK or batches of LTKs from one network entity to another or from LTK being stored at a compromised entity. Such attacks lead to the compromise of LTK(s). A recovery from LTK compromise may be complicated, costly and extremely slow (leading to the network being compromised for an unacceptable long period of time or loss of revenues since customers may be prevented from service until replacement of their subscription credentials has occurred) if a large batch of LTKs are compromised. 

By avoiding the transportation of LTK(s) from one network entity to another, MNOs can side-step such attacks.
2. PCR
*************       BEGIN CHANGE      ************

*************       Note: All text is new      ************
7.x
Key Issue X: LTK Derivation vs. LTK Transport
7.x.1
Issue description
1. A compromise of LTK (K, a.k.a permanent key or USIM Individual key) may happen while it is being transported between stakeholders’ domains or while being stored. Refer to TR 33.834: 

b)
a security compromise of the communication channel over which Ki is transported from SIM vendor or subscription manager to network operator.

c)
a compromise of the mobile operators’ equipment or software.

d)
an insider attack on the key store at a network operator or SIM vendor.
Such a leak may have dire consequences for the security of the entire system. 
2. At the onset, there are risks inherent to the fact that LTK is being transported across various stakeholders’ domains (i.e., changing hands) during provisioning, namely:
· between SIM vendor and MNO sites during conventional UICC personalization process 

· between MNO, SM-DP and eUICC during eUICC remote provisioning procedures
3. A conventional recovery scenario for the MNO may be realized through a replacement of the UICC for the affected subscriber. However, this approach can be impractical and very costly when dealing with a very large number of compromised subscriptions. Such an approach may be costly even for a single M2M device, primarily for reasons given here: 
a. in the case of a single M2M device physically located in a hard-to-reach place and 
b. certain devices’ hardware layouts may make the UICC access and replacement extremely difficult. In addition, physical replacement of UICCs may create high customer impact in forms of service friction and disruption to service.

7.x.2
Threat Description

· Unauthorized usage of MNO services that are still billed to the affected subscriber(s) (e.g., via a cloned USIM)
· Unauthorized decryption of the communications (live or pre-recorded) of the affected subscriber(s)

· Unreliability of the service due to unauthorized use of the same subscription from multiple locations (e.g., causing frequent re-synching of messages’ sequence numbers)
· Possible denial-of-service to legitimate subscribers
7.x.3
Security requirements
In order to mitigage the above threats, it should be possible to  generate the long term keys  rather than distribute or transport them over communication channels.
Editors Note: It is FFS which long term keys have to be updated.
*************       END CHANGE      ************
3. Conclusion

It is proposed to add this PCR to TR 33.834.
