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1
Decision/action requested

It is requested to approve the solution for discovery parameters configuration when dynamic trust relationship establishment is supported.
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Rationale

In the Relay Discovery solution in [2], the security materials is pre-configured or received from PKMF before discovery. However, in [3] subclause 7 C.1, a new requirement has been proposed.
The 3GPP system shall support pairing of an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay to allow for fast remote connectivity setup with UE consent given, and/or MNO control applied, at the time of pairing.

The requirement addresses a scenario that the trust relationship of the eRemote UE and the eRelay UE could be set up dynamically, then the eRemote UE discovers the eRelay UE using eRelay Restricted Discovery, e.g., a pair of friends could allow their eRemote UE discovers the eRelay UE, then the eRemote UE and the eRelay UE establishes trust relationship.
In this case, a solution has been approved in [1] subclause 6.1.4. During trust relationship establishment procedure, the security parameters for eRelay Restricted Discovery will be transferred to the eRemote UE via the eRelay UE. However how to protect the security parameters against eavesdropping is ffs. This paper proposes a solution to address this problem.
4
Detailed proposal

*************** Start of 1st Change ****************
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6.x
Solution #x: Security Parameters Configuration on eRemote UE during Dynamic Trust Relationship Establishment
6.x.1 Introduction

This solution is to address key issue #4. 
This solution provides the security protection for dynamic trust relationship establishment as defined in subclause 6.1.4 of [3].
6.x.2 Solution details
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0. The eRemote UE discovers eRelay-UE using eRelay-UE Open Discovery.

1. The eRemote-UE sends a Bonding Request message (eRemote-UE ID) to the eRelay-UE to establish trust relationship.
2. The eRelay-UE responds with a Bonding Request Acknowledge message to the eRemote-UE.

3. If the eRelay-UE determines to provide the relay service for the eRemote-UE, the eRelay-UE sends a Trust Relationship Establishment Request Message (eRemote-UE ID, eRelay-UE ID) to the ProSe Function in HPLMN.
4. The ProSe Function in HPLMN checks whether the eRelay-UE is authorised to act as an eRelay-UE and the eRemote-UE is authorised to access the network through an eRelay-UE. If the eRelay-UE and the eRemote-UE are both authorised, the ProSe Function in HPLMN establishes the trust relationship between the eRemote-UE and the eRelay-UE, and responds to the eRelay-UE with a Trust Relationship Establishment Response (eRemote-UE container) message. The security parameters and other eRelay Restricted Discovery information are included in the eRemote-UE container. The security parameters are the key used for eRelay Restricted Discovery.

NOTE: detail information in the message of this flow is defined in 3GPP TR 23.733[3].

In order to protect the eRemote-UE container, the ProSe Function shall request GBA Push Info (GPI) as defined in TS 33.223[8] for the eRemote-UE from the BSF if Zn interface is supported, the ProSe Function receives GPI and Ks(_ext)_NAF. Otherwise, if PC4a interface is supported, the PKMF shall request an Authentication Vector (AV) for the eRemote UE from HSS, the ProSe Function locally forms the GPI and Ks(_ext)_NAF. 

The ProSe Function derives a Keyenc and Keyint from the Ks(_ext)_NAF and Nonce as specified in annex X. The Keyenc and the Keyint are used to encrypt and integrity protect the eRemote-UE container separately. Nonce is the fresh parameter generated by the ProSe Function. The GPI and the Nonce are also included in the Trust Relationship Establishment Response message.

5. The eRemote-UE receives the Trust Relationship establishment Notification message which includes the eRemote-UE container, GPI and Nonce. The eRemote UE shall calculate the Ks(_ext)_NAF  based on the GPI, and derives Keyenc and Keyint from the Ks(_ext)_NAF and the fresh parameters in the same way as the ProSe Function. The eRemote-UE uses the Keyenc to decrypt the eRemote-UE container and uses the Keyint to check the integrity of the eRemote-UE container. If verification is successful, the eRemote UE shall save the information contained in the eRemote-UE container.
6.x.3 Evaluation
Editor’s Note: Evaluation content is FFS.
*************** Start of 2nd Change ****************
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