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1. Overall Description:

SA WG3 thanks RAN WG2 for their LS R2-1711978 (S3-173019) on "Early Data Transmission". SA3 likes to provide following answers to the five questions addressed to SA WG3.

2) Is there any security issue on using NAS security for UL data transmission in Msg3 for control plane CIoT EPS optimisation?

Answer to 2): No security issues are identified.

3) Is there any security issue on using NAS security for DL data transmission in Msg4 for control plane CIoT EPS optimisation?

Answer to 3): No security issues are identified.

4) Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for UL data transmission in Msg3 for user plane CIoT EPS optimisation?

Answer to 4): No security issues are identified. It is SA WG3's understanding that the said NCC would be sent in the last RRC Connection Suspend/Release message used for suspension of the previous connection.  
5) Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for DL data transmission in Msg4 for user plane CIoT EPS optimisation?

Answer to 5): No security issues are identified.

6) RAN2 assumes that there are no security related concerns in transmitting UL data in Msg3 for user plane CIoT EPS optimisation. Please confirm this assumption.

Answer to 6): If UL data from the UE to the eNB is further sent to S-GW before Msg5 is received, the UE is essentially authenticated with only 16-bit shortResumeMAC-I. There is a slight risk that an attacker is able to guess the 16-bit shortResumeMAC-I, construct fake Msg3, and be able to inject data even before the real UE would send Msg3. It is not clear how big risk this would be in practice, but in general, SA3 recommends to use 32-bit shortResumeMAC-I, if that is possible. This recommendation is based on SA3's understanding that the current space restrictions in Msg3 would allow using a 32-bit shortResumeMAC-I. If PDCP security could be used already for Msg3 that would be fine as well from SA3's perspective.    
2. Actions:

To TSG RAN WG2 group.

ACTION: 
SA3 requests TSG RAN WG2 to kindly take the above information into account.
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