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***** Start of Change *****
4.7
Requirements on T8 reference point
The T8 reference point shall fulfil the following requirements:

-
integrity protection, replay protection, confidentiality protection and privacy protection for communication between the SCEF and SCS/AS shall be supported:

-
mutual authentication between two directly communicating entities in the security domains, in which SCEF and SCS respectively reside, shall be supported;

-
the use of mutual authentication shall follow the provisions in clause 5.5;
-
integrity protection and replay protection shall be used;

-
confidentiality protection should be used;

-
privacy shall be provided 
- IMSI shall not be sent outside the 3GPP operator domain).
-
the SCEF shall be able to determine whether the SCS/AS is authorized to send requests to the 3GPP Network Entity;
-
the SCEF may be able to determine whether authorization shall be per UE, or optionally per service per UE.
5
General security procedures

5.1
Security procedures for Tsp interface security

The security procedures for the Tsp interface are specified in TS 29.368 [4].
5.2
Security procedures for reference point SCEF – 3GPP Network Entity

5.2.0
Introduction

This clause specifies how the reference point SCEF – 3GPP Network Entity shall be secured. There are two different scenarios to consider:

-
when the SCEF is considered as a 3GPP network function; or
-
when the SCEF is not considered as a 3GPP network function.
5.2.1
SCEF is considered as a 3GPP network function

If the SCEF and the 3GPP Network Entity are both considered as 3GPP network functions then this interface shall be protected using NDS/IP as defined in TS 33.210 [15].  
If the peers reside in different security domains, functional entity Security GW shall be used to authenticate and authorize the individual instance of SCEF and to secure the interface between the 3GPP Network Entity and the individual instance of SCEF as defined in TS 33.310 [17]. 
If the operator does not use the mechanisms described in this clause, then other adequate security measures shall be taken to ensure security on that interface. It is up to the operator, i.e. the owner of the 3GPP Network Entity, to decide whether the reference point SCEF – 3GPP Network Entity is trusted or physically protected, or whether it needs protection by a cryptographic protocol as specified above.
5.2.2
SCEF is not considered as a 3GPP network function

The security procedure as defined for the Tsp interface in TS 29.368 [4] shall be implemented/supported, where the 3GPP Network Entity takes the role as the MTC-IWF and the SCEF takes the role as the SCS, unless the security procedures for the relevant reference point SCEF – 3GPP Network Entity has been defined explicitly in some other specification (e.g. security procedures for MB2-C reference point are defined in TS 33.246[16]).

5.3
Security procedures for reference point Application – 3GPP Network Entity

The security procedure as defined for the Tsp interface in TS 29.368 [4] shall be implemented/supported, where the 3GPP Network Entity takes the role as the MTC-IWF and the Application takes the role as the SCS, unless the security procedures for the relevant reference point Application – 3GPP Network Entity has been defined explicitly in some other specification (e.g. security procedures for MB2-C reference point are defined in TS 33.246[16]).

5.4
Security procedures for reference point SCEF – Interworking SCEF

The interface between SCEF and Interworking SCEF shall be protected using NDS/IP as defined in TS 33.210 [15]. 
***** End of Change *****
