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SA3 would like to thank SA6 for the LS “LS on signalling plane security for MC system interconnection”.

1. Overall Description:

Based on the information from SA6, SA3 has provided the following responses:

SIP:  Whether SIP communications is within the same MC domain or between different MC domains, the security mechanism that protects application data over SIP is the same.  A Signalling Protection Key (SPK) is provisioned into the MC Service server endpoints which communicate to other MC Service servers via SIP.  The MC Service server endpoints may be in the same MC domain or they may be in different MC domains.

SIP links themselves are protected using IPSec.

HTTP:  Whether HTTP communications is within the same MC domain or between different MC domains, the security mechanism that protects the HTTP link is the same, either a TLS or IPsec tunnel.  HTTP tunnel endpoints may be within the same MC domain or they may be in different MC domains.

From a security standpoint, SA3 does not see a difference between the reference points SIP-3 and SIP-3+ and SA3 does not see a difference between the references points HTTP-3 and HTTP-3+.  Therefore SA3 does not believe that new security solutions are required for SIP and HTTP reference points between different MC systems where interconnection is used.
2. Actions:

To: 3GPP SA6
ACTION: 

SA3 asks SA6 to respectfully take the above responses into consideration regarding interconnection.

3. Date of Next TSG-SA WG3 Meetings:

SA3#90
22-26 January 2018

Gothenburg, Sweden

SA3#90AH
26 February - 2 March 2018
San Diego (US)
