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1
Decision/action requested

This contribution proposes working assumptions for the network steering security solution. It also proposes normative text to TS 33.501 related to network steering security. 
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Rationale

In response to SA3 LS in [1], CT1 has provided some additional answers on the control plane solution for steering of roaming in 5GS [2] that should help SA3 to progress the security work. When considering the security solution, the important points from CT1 LS [2] that SA3 should consider are:

1. The steering information from HPLMN is terminated at the ME (and not the USIM).
2. The sending of the steering information to the UE is not often and is normally expected to happen at the time of UE registration.

3.  Update of the steering information may happen anytime after UE registration, though CT1 don’t expect this to happen often.

Firstly, termination at the ME implies that the steering information can be integrity protected by the HPLMN and verified by the ME and there is no need to terminate the security at the USIM. The two contributions to SA3#88Bis ([3] and [4]) discussed potential solution approaches and concluded that an approach wherein a key derived from KAUSF is used for this purpose is preferred. The support for end-to-end confidentiality protection is also likely needed, but SA3 has not yet reached a conclusion on it. If SA3 concludes that confidentiality protection is needed, then the needed ciphering key can also be derived from KAUSF. Therefore, we propose that SA3 agree to the use of KAUSF for securing the steering information.

Proposal #1: Key(s) derived from KAUSF shall be used to protect the network steering information.
According to CT1’s answers, it is required that the HPLMN be able to send the updated steering information anytime after UE registration, in which case any security solution that relies on KAUSF means that AUSF needs to be state full. However, CT1 expects this case to not happen often. Moreover, when the UE is in registered state other existing OTA solutions can also be used to deliver the steering information to the UE. Therefore, it seems sufficient if the security procedures needed to support this case is an optional to implement feature for the AUSF.
Proposal #2: Security procedures required at the AUSF to support steering of the UE using the control plane solution after the UE has registered shall be optional for implementation.
Another important security issue that needs to be considered by SA3 is how the UE will detect whether the VPLMN has tampered with the steering information. To answer this question, let’s assume that the list of preferred PLMN/access technology combinations is included as a List item in an IE or a container called “Network Steering Information” by the HPLMN and that the integrity protected information is then transported over the N12 (AUSF – SEAF/AMF) and N1 (NAS) interfaces in the form of <Network Steering Information, MAC-I>. The MAC-I is the message authentication code computed by the HPLMN using an integrity key over the entire “Network Steering Information” IE or container. Due to the presence of MAC-I, the UE can detect any tampering of the steering information. Therefore, the NAS message that carries the steering information shall include <Network Steering Information, MAC-I>.
Proposal #3: The NAS message that carries the steering information shall always include the integrity protected steering information.
The failure to verify the integrity of the steering information by the UE (e.g., it has been tampered with), should be treated as network integrity check failure and appropriate action should be taken by the UE. The exact details on how the UE handles the integrity failure of steering information is up to CT1 to decide and not in the scope of SA3.
4
Detailed proposal

SA3 is kindly requested to: 
1) Agree to the following proposals 1 to 3 as the SA3 working assumption for securing the network steering information.
2) Approve the below pCR for inclusion in the SA3 living document for PLMN/RAT selection.

================= START OF pCR ================

1. High level security requirements
Editor’s Note: This clause will capture the high level security requirements


The steering of UE in VPLMN allows the HPLMN to deliver the list of preferred PLMN/access technology combinations at the UE via NAS signalling. The HPLMN delivers this list to the UE as part of the Network Steering information.
The Network Steering information shall be integrity protected by the HPLMN.  
Editor’s Note: The network entity in the HPLMN (e.g., PCF, AUSF, UDM) that performs the integrity protection is FFS. The confidentiality protection of network steering information is FFS.
The message that carries the Network Steering information, shall always include the integrity protected Network Steering information.
================= END OF CHANGES ================
