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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TS 33.501 v0.4.0 
3
Rationale

In split deployments of gNB, i.e. when the gNB is separated into DU and CU, PDCP terminates in in DU. In order to ensure that operators can benefit from this termination deeper in the network by not having to rely on NDS security in addition, it is clarified that the requirement for confidentiality and integrity protection of the user plane can also be fulfilled at the PDCP layer. There seems to be no other place in the TS to capture this information.
Attacks between CU and DU pose two risks for UP traffic that is only protected by PDCP:
1) Attacks against the lower layer IP transport headers (i.e. outside of PDCP protection): 
This is a relatively simple IP or UDP encapsulation for transport, and the risks beyond pure DoS should be minimal due to the low complexity and small attack surface.
2) Attacks against UP contents by "blind" but targeted manipulation of PDCP-encrypted data: 
This would not only violate user data integrity, but could also exploit PDCP and GTP(-U) related vulnerabilities in all elements along the path through the network, wherever they are parsed.

Manipulation attacks can only be mitigated by that PDCP integrity protection. Enabling PDCP integrity is up to operator policy, but requires support in UEs.
This pCR proposes to accept risk 1) and recommend PDCP integrity to mitigate risk 2).
Finally, the possibility of (potentially proprietary) management traffic on the CU-DU interface cannot be ruled out, but OAM security is not mentioned yet. Therefore, management traffic security requirements are added.
4
Detailed proposal

5.2.9
Requirements for the gNB DU-CU interfaces

Due to split deployments, it is possible that signalling traffic, management traffic, or user plane data is sent on gNB-internal interfaces. 
1.
Signalling and management traffic sent on gNB-internal interfaces shall be integrity, confidentiality and anti-replay protected.

2.
The gNB shall support confidentiality on the gNB DU-CU interface for user plane. This requirement may be fulfilled on PDCP layer.
3.
The gNB shall support integrity and replay protection on the gNB DU-CU interface for user plane. This requirement may be fulfilled on PDCP layer.
NOTE: In order to prevent targeted manipulation by attackers on the CU-DU link, it is strongly recommended to enable PDCP integrity protection.
