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EXAMPLE ONE - R16 CR for 256 bit algorithm using existing UE security capability IE 

Based on changes made for NR launch in TS 24.301, CR 2960 (C1-174958)

	CR-Form-v11.1

	Example CHANGE REQUEST

	

	
	24.301
	CR
	abcd
	rev
	-
	Current version:
	15.1.0+C1-174958
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	x
	Core Network
	


	

	Title:

	Introduction of 256 bit algorithms

	
	

	Source to WG:
	Vodafone

	Source to TSG:
	C1

	
	

	Work item code:
	“256 algorithm introduction”
	
	Date:
	2017-11-16

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Introduce new 256 bit algorithms with independent support in RAN and Core.

	
	

	Summary of change:
	Existing TS 24.301 signalling is reused. 

Due to careful positioning of the RAN codepoints, no updates to TS 36.413 or 36.423 are needed. 

However, inter-MME handover signalling in TS 29.274 needs extension.



	
	

	Consequences if not approved:
	[left blank – this is a new feature]

	
	

	Clauses affected:
	9.9.3.34, 9.9.3.36

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	Relevant extracts from the exsiting TS 33.401 and TS 24.301 are:

From TS 33.401:

7.2.4.1
Requirements for algorithm selection

/…./

d) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated, i.e. that the UE security capabilities were not bidden down.

e) The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by the ME. The UE security capabilities apply to both AS and NAS level security.

/…./

From TS 24.301

5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities and the received nonceUE have not been altered compared to the latest values that the UE sent to the network.
/…./

NR-PDCP is speced in TS 38.323.


***** First changes *****
9.9.3.34
UE network capability

The purpose of the UE network capability information element is to provide the network with information concerning aspects of the UE related to EPS or interworking with GPRS. The contents might affect the manner in which the network handles the operation of the UE. The UE network capability information indicates general UE characteristics and it shall therefore, except for fields explicitly indicated, be independent of the frequency band of the channel it is sent on.

The UE network capability information element is coded as shown in figure 9.9.3.34.1 and table 9.9.3.34.1.

The UE network capability is a type 4 information element with a minimum length of 4 octets and a maximum length of 15 octets.

NOTE:
The requirements for the support of UMTS security algorithms in the UE are specified in 3GPP TS 33.102 [18], and the requirements for the support of EPS security algorithms in 3GPP TS 33.401 [19].
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	UE network capability IEI
	octet 1

	Length of UE network capability contents
	octet 2

	EEA0
	128-

EEA1
	128-

EEA2
	128-
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	EEA4-RAN
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	H.245-ASH
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	NF
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	UP CIoT
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	ProSe-dc
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Figure 9.9.3.34.1: UE network capability information element

Table 9.9.3.34.1: UE network capability information element

	EPS encryption algorithms supported (octet 3). EPS includes the use of NR in a Dual Connectivity configuration with E-UTRAN.

	

	EPS encryption algorithm EEA0 supported (octet 3, bit 8)

	0
	
	
	
	EPS encryption algorithm EEA0 not supported and, for NR-PDCP, 5G-EA0 not supported

	1
	
	
	
	EPS encryption algorithm EEA0 supported and, for NR-PDCP, 5G-EA0 supported

	

	EPS encryption algorithm 128-EEA1 supported (octet 3, bit 7)

	0
	
	
	
	EPS encryption algorithm 128-EEA1 not supported and, for NR-PDCP, 5G-EA1 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA1 supported and, for NR-PDCP, 5G-EA1 supported

	

	EPS encryption algorithm 128-EEA2 supported (octet 3, bit 6)

	0
	
	
	
	EPS encryption algorithm 128-EEA2 not supported and, for NR-PDCP, 5G-EA2 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA2 supported and, for NR-PDCP, 5G-EA2 supported

	

	EPS encryption algorithm 128-EEA3 supported (octet 3, bit 5)

	0
	
	
	
	EPS encryption algorithm 128-EEA3 not supported and, for NR-PDCP, 5G-EA3 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA3 supported and, for NR-PDCP, 5G-EA0 supported

	

	EPS encryption algorithm EEA4 supported in RAN (octet 3, bit 4)

	0
	
	
	
	SNOW-256-encyrption not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	SNOW-256-encyrption supported in E-UTRAN (LTE-PDCP and NR-PDCP)

	

	EPS encryption algorithm EEA5 supported in RAN (octet 3, bit 3)

	0
	
	
	
	AES-256-encyrption not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	AES-256-encyrption supported in E-URAN (LTE-PDCP and NR-PDCP)

	

	EPS encryption algorithm EEA6 supported in RAN (octet 3, bit 2)

	0
	
	
	
	ZUC-256-encyrption not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	ZUC-256-encyrption supported in RAN (LTE-PDCP and NR-PDCP)

	

	EPS encryption algorithm EEA7 supported (octet 3, bit 1)

	0
	
	
	
	EPS encryption algorithm EEA7 not supported

	1
	
	
	
	EPS encryption algorithm EEA7 supported

	

	EPS integrity algorithms supported (octet 4). EPS includes the use of NR in a Dual Connectivity configuration with E-UTRAN.

	

	EPS integrity algorithm EIA0 supported (octet 4, bit 8)

	0
	
	
	
	EPS integrity algorithm EIA0 not supported and, for NR-PDCP, 5G-IA0 not supported

	1
	
	
	
	EPS integrity algorithm EIA0 supported and, for NR-PDCP, 5G-IA0 supported

	

	EPS integrity algorithm 128-EIA1 supported (octet 4, bit 7)

	0
	
	
	
	EPS integrity algorithm 128-EIA1 not supported and, for NR-PDCP, 5G-IA1 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA1 supported and, for NR-PDCP, 5G-IA1 supported

	

	EPS integrity algorithm 128-EIA2 supported (octet 4, bit 6)

	0
	
	
	
	EPS integrity algorithm 128-EIA2 not supported and, for NR-PDCP, 5G-IA2 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA2 supported and, for NR-PDCP, 5G-IA2 supported

	

	EPS integrity algorithm 128-EIA3 supported (octet 4, bit 5)

	0
	
	
	
	EPS integrity algorithm 128-EIA3 not supported and, for NR-PDCP, 5G-IA3 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA3 supported and, for NR-PDCP, 5G-IA3 supported

	

	EPS integrity algorithm EIA4 supported in RAN (octet 4, bit 4)

	0
	
	
	
	SNOW-256- integrity  not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	SNOW-256- integrity supported in RAN (LTE-PDCP and NR-PDCP)

	

	EPS integrity algorithm EIA5 supported in RAN (octet 4, bit 3)

	0
	
	
	
	SNOW-256- integrity not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	SNOW-256- integrity supported in RAN (LTE-PDCP and NR-PDCP)

	

	EPS integrity algorithm EIA6 supported in RAN (octet 4, bit 2)

	0
	
	
	
	ZUC-256- integrity not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	ZUC-256-integrity supported in RAN (LTE-PDCP and NR-PDCP)

	

	EPS integrity algorithm EIA7 supported (octet 4, bit 1)

	0
	
	
	
	EPS integrity algorithm EIA7 not supported

	1
	
	
	
	EPS integrity algorithm EIA7 supported

	

	UMTS encryption algorithms supported (octet 5)

	

	UMTS encryption algorithm UEA0 supported (octet 5, bit 8)

	0
	
	
	
	UMTS encryption algorithm UEA0 not supported

	1
	
	
	
	UMTS encryption algorithm UEA0 supported

	

	UMTS encryption algorithm UEA1 supported (octet 5, bit 7)

	0
	
	
	
	UMTS encryption algorithm UEA1 not supported

	1
	
	
	
	UMTS encryption algorithm UEA1 supported

	

	UMTS encryption algorithm UEA2 supported (octet 5, bit 6)

	0
	
	
	
	UMTS encryption algorithm UEA2 not supported

	1
	
	
	
	UMTS encryption algorithm UEA2 supported

	

	UMTS encryption algorithm UEA3 supported (octet 5, bit 5)

	0
	
	
	
	UMTS encryption algorithm UEA3 not supported

	1
	
	
	
	UMTS encryption algorithm UEA3 supported

	

	EPS encryption algorithm  EEA4supported in Core Network (octet 5, bit 4)

	0
	
	
	
	SNOW-256-encryption not supported in Core Network (MME and AMF)

	1
	
	
	
	SNOW-256-encryption supported in Core Network (MME and AMF)

	

	EPS encryption algorithm EEA5 supported in Core Network (octet 5, bit 3)

	0
	
	
	
	AES-256-encryption not supported in Core Network (MME and AMF)

	1
	
	
	
	AES-256-encryption supported in Core Network (MME and AMF)

	

	EPS encryption algorithm EEA6 supported in Core Network (octet 5, bit 2)

	0
	
	
	
	ZUC-256-encryption not supported in Core Network (MME and AMF)

	1
	
	
	
	ZUC-256-encryption supported in Core Network (MME and AMF)

	

	UMTS encryption algorithm UEA7 supported (octet 5, bit 1)

	0
	
	
	
	UMTS encryption algorithm UEA7 not supported

	1
	
	
	
	UMTS encryption algorithm UEA7 supported

	

	UCS2 support (UCS2) (octet 6, bit 8)

	This information field indicates the likely treatment of UCS2 encoded character strings by the UE.

	

	0
	
	
	
	The UE has a preference for the default alphabet (defined in 

	
	
	
	
	3GPP TS 23.038 [3]) over UCS2 (see ISO/IEC 10646 [29]).

	1
	
	
	
	The UE has no preference between the use of the default alphabet and 

	
	
	
	
	the use of UCS2.

	

	UMTS integrity algorithms supported (octet 6)

	

	UMTS integrity algorithm UIA1 supported (octet 6, bit 7)

	0
	
	
	
	UMTS integrity algorithm UIA1 not supported

	1
	
	
	
	UMTS integrity algorithm UIA1 supported

	

	UMTS integrity algorithm UIA2 supported (octet 6, bit 6)

	0
	
	
	
	UMTS integrity algorithm UIA2 not supported

	1
	
	
	
	UMTS integrity algorithm UIA2 supported

	

	UMTS integrity algorithm UIA3 supported (octet 6, bit 5)

	0
	
	
	
	UMTS integrity algorithm UIA3 not supported

	1
	
	
	
	UMTS integrity algorithm UIA3 supported

	

	EPS integrity algorithm EIA4 supported in Core Network (octet 6, bit 4)

	0
	
	
	
	SNOW-256-integrity not supported in Core Network (MME and AMF)

	1
	
	
	
	SNOW-256-integrity supported in Core Network (MME and AMF)

	

	EPS integrity algorithm EIA5 supported in Core Network (octet 6, bit 3)

	0
	
	
	
	AES-256-integrity not supported in Core Network (MME and AMF)

	1
	
	
	
	AES-256-integrity supported in Core Network (MME and AMF)

	

	EPS integrity algorithm EIA6 supported in Core Network (octet 6, bit 2)

	0
	
	
	
	ZUC-256-integrity not supported in Core Network (MME and AMF)

	1
	
	
	
	ZUC-256-integrity supported in Core Network (MME and AMF)

	

	UMTS integrity algorithm UIA7 supported (octet 6, bit 1)

	0
	
	
	
	UMTS integrity algorithm UIA7 not supported

	1
	
	
	
	UMTS integrity algorithm UIA7 supported

	

	NF capability (octet 7, bit 1)

	0
	
	
	
	notification procedure not supported

	1
	
	
	
	notification procedure supported

	

	1xSRVCC capability (octet 7, bit 2)

	0
	
	
	
	SRVCC from E-UTRAN to cdma2000® 1x CS not supported

	1
	
	
	
	SRVCC from E-UTRAN to cdma2000® 1x CS supported

	
	
	
	
	(see 3GPP TS 23.216 [8])

	

	Location services (LCS) notification mechanisms capability (octet 7, bit 3)

	0
	
	
	
	LCS notification mechanisms not supported 

	1
	
	
	
	LCS notification mechanisms supported (see 3GPP TS 24.171 [13C])

	

	LTE Positioning Protocol (LPP) capability (octet 7, bit 4)

	0
	
	
	
	LPP not supported

	1
	
	
	
	LPP supported (see 3GPP TS 36.355 [22A])

	Access class control for CSFB (ACC-CSFB) capability (octet 7, bit 5)

	0
	
	
	
	eNodeB-based access class control for CSFB not supported

	1
	
	
	
	eNodeB-based access class control for CSFB supported

(see 3GPP TS 22.011 [1A]) 

	H.245 After SRVCC Handover capability (H.245-ASH) (octet 7, bit 6)

This bit indicates the capability for H.245 with support and use of pre-defined codecs, and if needed, H.245 codec negotiation after SRVCC handover.

	0
	
	
	
	H.245 after SRVCC handover capability not supported

	1
	
	
	
	H.245 after SRVCC handover capability supported
(see 3GPP TS 23.216 [8])

	ProSe (octet 7, bit 7)
This bit indicates the capability for ProSe.

	0
	
	
	
	ProSe not supported

	1
	
	
	
	ProSe supported

	ProSe direct discovery (ProSe-dd) (octet 7, bit 8)
This bit indicates the capability for ProSe direct discovery.

	0
	
	
	
	ProSe direct discovery not supported

	1
	
	
	
	ProSe direct discovery supported

	ProSe direct communication (ProSe-dc) (octet 8, bit 1)
This bit indicates the capability for ProSe direct communication.

	0
	
	
	
	ProSe direct communication not supported

	1
	
	
	
	ProSe direct communication supported

	ProSe UE-to-network-relay (ProSe-relay) (octet 8, bit 2)
This bit indicates the capability to act as a ProSe UE-to-network relay

	0
	
	
	
	Acting as a ProSe UE-to-network relay not supported

	1
	
	
	
	Acting as a ProSe UE-to-network relay supported

	Control plane CIoT EPS optimization (CP CIoT) (octet 8, bit 3)
This bit indicates the capability for control plane CIoT EPS optimization.

	0
	
	
	
	Control plane CIoT EPS optimization not supported

	1
	
	
	
	Control plane CIoT EPS optimization supported

	User plane CIoT EPS optimization (UP CIoT) (octet 8, bit 4)
This bit indicates the capability for user plane CIoT EPS optimization.

	0
	
	
	
	User plane CIoT EPS optimization not supported

	1
	
	
	
	User plane CIoT EPS optimization supported

	S1-u data transfer (S1-U data) (octet 8, bit 5)
This bit indicates the capability for S1-u data transfer.

	0
	
	
	
	S1-U data transfer not supported

	1
	
	
	
	S1-U data transfer supported

	EMM-REGISTERED without PDN connection (ERw/oPDN) (octet 8, bit 6)
This bit indicates the capability for EMM REGISTERED without PDN connectivity.

	0
	
	
	
	EMM-REGISTERED without PDN connection not supported

	1
	
	
	
	EMM-REGISTERED without PDN connection supported

	Header compression for control plane CIoT EPS optimization (HC-CP CIoT) (octet 8, bit 7)
This bit indicates the capability for header compression for control plane CIoT EPS optimization.

	0
	
	
	
	Header compression for control plane CIoT EPS optimization not supported

	1
	
	
	
	Header compression for control plane CIoT EPS optimization supported

	Extended protocol configuration options (ePCO) (octet 8, bit 8)
This bit indicates the support of the extended protocol configuration options IE.

	0
	
	
	
	Extended protocol configuration options IE not supported

	1
	
	
	
	Extended protocol configuration options IE supported

	Multiple DRB support (multipleDRB) (octet 9, bit 1)
This bit indicates the capability to support multiple user plane radio bearers (see 3GPP TS 36.306 [44], 3GPP TS 36.331 [22]) in NB-S1 mode.

	0
	
	
	
	Multiple DRB not supported

	1
	
	
	
	Multiple DRB supported

	V2X communication over PC5 (V2X PC5) (octet 9, bit 2)
This bit indicates the capability for V2X communication over PC5.

	0
	
	
	
	V2X communication over PC5 not supported

	1
	
	
	
	V2X communication over PC5 supported

	Restriction on use of enhanced coverage support (RestrictEC) (octet 9, bit 3)
This bit indicates the capability to support restriction on use of enhanced coverage.

	0
	
	
	
	Restriction on use of enhanced coverage not supported

	1
	
	
	
	Restriction on use of enhanced coverage supported

	Control plane data backoff support (CP backoff) (octet 9, bit 4)
This bit indicates the support of back-off timer for transport of user data via the control plane..

	0
	
	
	
	back-off timer for transport of user data via the control plane not supported

	1
	
	
	
	back-off timer for transport of user data via the control plane supported

	Dual connectivity with NR (DCNR) (octet 9, bit 5)
This bit indicates the capability for dual connecitivity with NR.

	0
	
	
	
	dual connectivity with NR not supported

	1
	
	
	
	dual connectivity with NR supported

	

	All other bits in octet 9 to 15 are spare and shall be coded as zero, if the respective octet is included in the information element.

	


***** Next change *****
9.9.3.36
UE security capability

The UE security capability information element is used by the network to indicate which security algorithms are supported by the UE in S1 mode, Iu mode and Gb mode. Security algorithms EEA0, EEA1, EEA2 and EEA3  in S1 mode are supported (or not-supported)for both NAS and for AS security. If the UE supports S101 mode, then these security algorithms are also supported for NAS security in S101 mode.

The UE security capability information element is coded as shown in figure 9.9.3.36.1 and table 9.9.3.36.1.

The UE security capability is a type 4 information element with a minimum length of 4 octets and a maximum length of 7 octets.

Octets 5, 6, and 7 are optional. If octet 5 is included, then also octet 6 shall be included and octet 7 may be included.

If a UE did not indicate support of any security algorithm for Gb mode, octet 7 shall not be included. If the UE did not indicate support of any security algorithm for Iu mode and Gb mode, octets 5, 6, and 7 shall not be included.
If the UE did not indicate support of any security algorithm for Iu mode but indicated support of a security algorithm for Gb mode, octets 5, 6, and 7 shall be included. In this case octets 5 and 6 are filled with the value of zeroes.
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	UE security capability IEI
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EEA1
	128-
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Figure 9.9.3.36.1: UE security capability information element

Table 9.9.3.36.1: UE security capability information element

	EPS encryption algorithms supported (octet 3). EPS includes the use of NR in a Dual Connectivity configuration with E-UTRAN.

	

	EPS encryption algorithm EEA0 supported (octet 3, bit 8)

	0
	
	
	
	EPS encryption algorithm EEA0 not supported and, for NR-PDCP, 5G-EA0 not supported

	1
	
	
	
	EPS encryption algorithm EEA0 supported and, for NR-PDCP, 5G-EA0 supported

	

	EPS encryption algorithm 128-EEA1 supported (octet 3, bit 7)

	0
	
	
	
	EPS encryption algorithm 128-EEA1 not supported and, for NR-PDCP, 5G-EA1 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA1 supported and, for NR-PDCP, 5G-EA1 supported

	

	EPS encryption algorithm 128-EEA2 supported (octet 3, bit 6)

	0
	
	
	
	EPS encryption algorithm 128-EEA2 not supported and, for NR-PDCP, 5G-EA2 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA2 supported and, for NR-PDCP, 5G-EA2 supported

	

	EPS encryption algorithm 128-EEA3 supported (octet 3, bit 5)

	0
	
	
	
	EPS encryption algorithm 128-EEA3 not supported and, for NR-PDCP, 5G-EA3 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA3 supported and, for NR-PDCP, 5G-EA0 supported

	

	EPS encryption algorithm EEA4 supported in RAN (octet 3, bit 4)

	0
	
	
	
	SNOW-256-encryption not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	SNOW-256-encryption supported in RAN (LTE-PDCP and NR-PDCP)

	

	EPS encryption algorithm EEA5 supported in RAN (octet 3, bit 3)

	0
	
	
	
	AES-256-encryption not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	AES-256-encryption supported in RAN (LTE-PDCP and NR-PDCP)

	

	EPS encryption algorithm EEA6 supported in RAN (octet 3, bit 2)

	0
	
	
	
	ZUC-256-encryption not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	ZUC-256-encryption supported in RAN (LTE-PDCP and NR-PDCP)

	

	EPS encryption algorithm EEA7 supported (octet 3, bit 1)

	0
	
	
	
	EPS encryption algorithm EEA7 not supported

	1
	
	
	
	EPS encryption algorithm EEA7 supported

	

	EPS integrity algorithms supported (octet 4). EPS includes the use of NR in a Dual Connectivity configuration with E-UTRAN.

	

	EPS integrity algorithm EIA0 supported (octet 4, bit 8)

	0
	
	
	
	EPS integrity algorithm EIA0 not supported and, for NR-PDCP, 5G-IA0 not supported

	1
	
	
	
	EPS integrity algorithm EIA0 supported and, for NR-PDCP, 5G-IA0 supported

	

	EPS integrity algorithm 128-EIA1 supported (octet 4, bit 7)

	0
	
	
	
	EPS integrity algorithm 128-EIA1 not supported and, for NR-PDCP, 5G-IA1 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA1 supported and, for NR-PDCP, 5G-IA1 supported

	

	EPS integrity algorithm 128-EIA2 supported (octet 4, bit 6)

	0
	
	
	
	EPS integrity algorithm 128-EIA2 not supported and, for NR-PDCP, 5G-IA2 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA2 supported and, for NR-PDCP, 5G-IA2 supported

	

	EPS integrity algorithm 128-EIA3 supported (octet 4, bit 5)

	0
	
	
	
	EPS integrity algorithm 128-EIA3 not supported and, for NR-PDCP, 5G-IA3 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA3 supported and, for NR-PDCP, 5G-IA3 supported

	

	EPS integrity algorithm EIA4 supported in RAN (octet 4, bit 4)

	0
	
	
	
	SNOW-256-integrity not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	SNOW-256-integrity supported in RAN (LTE-PDCP and NR-PDCP)

	

	EPS integrity algorithm EIA5 supported in RAN (octet 4, bit 3)

	0
	
	
	
	AES-256-integrity not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	AES-256-integrity supported in RAN (LTE-PDCP and NR-PDCP)

	

	EPS integrity algorithm EIA6 supported in RAN (octet 4, bit 2)

	0
	
	
	
	ZUC-256-integrity not supported in RAN (LTE-PDCP and NR-PDCP)

	1
	
	
	
	ZUC-256-integrity not supported in RAN (LTE-PDCP and NR-PDCP)

	

	EPS integrity algorithm EIA7 supported (octet 4, bit 1)

	0
	
	
	
	EPS integrity algorithm EIA7 not supported

	1
	
	
	
	EPS integrity algorithm EIA7 supported

	

	UMTS encryption algorithms supported (octet 5)

	

	UMTS encryption algorithm UEA0 supported (octet 5, bit 8)

	0
	
	
	
	UMTS encryption algorithm UEA0 not supported

	1
	
	
	
	UMTS encryption algorithm UEA0 supported

	

	UMTS encryption algorithm UEA1 supported (octet 5, bit 7)

	0
	
	
	
	UMTS encryption algorithm UEA1 not supported

	1
	
	
	
	UMTS encryption algorithm UEA1 supported

	

	UMTS encryption algorithm UEA2 supported (octet 5, bit 6)

	0
	
	
	
	UMTS encryption algorithm UEA2 not supported

	1
	
	
	
	UMTS encryption algorithm UEA2 supported

	

	UMTS encryption algorithm UEA3 supported (octet 5, bit 5)

	0
	
	
	
	UMTS encryption algorithm UEA3 not supported

	1
	
	
	
	UMTS encryption algorithm UEA3 supported

	

	EPS encryption algorithm EEA4 supported in Core Network (octet 5, bit 4)

	0
	
	
	
	SNOW-256-algorithm not supported in Core Network (MME and AMF)

	1
	
	
	
	SNOW-256-algorithm supported in Core Network (MME and AMF)

	

	EPS encryption algorithm EEA5 supported in Core Network (octet 5, bit 3)

	0
	
	
	
	AES-256-algorithm supported in Core Network (MME and AMF)

	1
	
	
	
	AES-256-algorithm supported in Core Network (MME and AMF)

	

	EPS encryption algorithm EEA6 supported in Core Network (octet 5, bit 2)

	0
	
	
	
	ZUC-256-algorithm supported in Core Network (MME and AMF)

	1
	
	
	
	ZUC-256-algorithm supported in Core Network (MME and AMF)

	

	UMTS encryption algorithm UEA7 supported (octet 5, bit 1)

	0
	
	
	
	UMTS encryption algorithm UEA7 not supported

	1
	
	
	
	UMTS encryption algorithm UEA7 supported

	

	UMTS integrity algorithms supported (octet 6)

	

	Bit 8 of octet 6 is spare and shall be coded as zero.

	

	UMTS integrity algorithm UIA1 supported (octet 6, bit 7)

	0
	
	
	
	UMTS integrity algorithm UIA1 not supported

	1
	
	
	
	UMTS integrity algorithm UIA1 supported

	

	UMTS integrity algorithm UIA2 supported (octet 6, bit 6)

	0
	
	
	
	UMTS integrity algorithm UIA2 not supported

	1
	
	
	
	UMTS integrity algorithm UIA2 supported

	

	UMTS integrity algorithm UIA3 supported (octet 6, bit 5)

	0
	
	
	
	UMTS integrity algorithm UIA3 not supported

	1
	
	
	
	UMTS integrity algorithm UIA3 supported

	

	EPS integrity algorithm EIA4 supported in Core Network (octet 6, bit 4)

	0
	
	
	
	SNOW-256-integrity not supported in Core Network (MME and AMF)

	1
	
	
	
	SNOW-256-integrity supported in Core Network (MME and AMF)

	

	EPS integrity algorithm EIA5 supported in Core Network (octet 6, bit 3)

	0
	
	
	
	AES-256-integrity not supported in Core Network (MME and AMF)

	1
	
	
	
	AES-256-integrity supported in Core Network (MME and AMF)

	

	EPS integrity algorithm EIA6 supported in Core Network (octet 6, bit 2)

	0
	
	
	
	ZUC-256-integrity not supported in Core Network (MME and AMF)

	1
	
	
	
	ZUC-256-integrity supported in Core Network (MME and AMF)

	

	UMTS integrity algorithm UIA7 supported (octet 6, bit 1)

	0
	
	
	
	UMTS integrity algorithm UIA7 not supported

	1
	
	
	
	UMTS integrity algorithm UIA7 supported

	

	GPRS encryption algorithms supported (octet 7)

	

	Bit 8 of octet 7 is spare and shall be coded as zero.

	

	GPRS encryption algorithm GEA1 supported (octet 7, bit 7)

	0
	
	
	
	GPRS encryption algorithm GEA1 not supported

	1
	
	
	
	GPRS encryption algorithm GEA1 supported

	

	GPRS encryption algorithm GEA2 supported (octet 7, bit 6)

	0
	
	
	
	GPRS encryption algorithm GEA2 not supported

	1
	
	
	
	GPRS encryption algorithm GEA2 supported

	

	GPRS encryption algorithm GEA3 supported (octet 7, bit 5)

	0
	
	
	
	GPRS encryption algorithm GEA3 not supported

	1
	
	
	
	GPRS encryption algorithm GEA3 supported

	

	GPRS encryption algorithm GEA4 supported (octet 7, bit 4)

	0
	
	
	
	GPRS encryption algorithm GEA4 not supported

	1
	
	
	
	GPRS encryption algorithm GEA4 supported

	

	GPRS encryption algorithm GEA5 supported (octet 7, bit 3)

	0
	
	
	
	GPRS encryption algorithm GEA5 not supported

	1
	
	
	
	GPRS encryption algorithm GEA5 supported

	

	GPRS encryption algorithm GEA6 supported (octet 7, bit 2)

	0
	
	
	
	GPRS encryption algorithm GEA6 not supported

	1
	
	
	
	GPRS encryption algorithm GEA6 supported

	

	GPRS encryption algorithm GEA7 supported (octet 7, bit 1)

	0
	
	
	
	GPRS encryption algorithm GEA7 not supported

	1
	
	
	
	GPRS encryption algorithm GEA7 supported
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