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Decision/action requested

It is proposed to add further details on multiple active NAS connections in the same PLMN’s serving network. 
2
References

[1]
 TS 33.501
3
Rationale

It is proposed to add further details on multiple active NAS connections in the same PLMN’s serving network.
When the UE is registered in the same AMF in the same PLMN but over both 3GPP and non-3GPP accesses, then the UE has two active NAS connections with the same AMF. 

It is proposed that in this scenario:

· The UE shall maintain and use one 5G security context established via a successful primary authentication procedure with the target PLMN. The UE shall use this one 5G security context when the UE registers over both 3GPP and non-3GPP accesses in the same target PLMN. 

· The NAS keys derived from Kamf in this 5G security context are common to 3GPP access and non-3GPP case.

· Each NAS connection shall in this case be allocated a dedicated pair of NAS COUNTs. 

· A 5G NAS security context is taken into use over both accesses via a successful NAS SMC procedure.

· Cryptographic separation is realized by using a static (i.e. a fixed unique) value per NAS connection when forming the BEARER input to the NAS protection algorithms as described in clause 6.6.3.1 and 6.6.4.1. 

· The 5G security context will in this case consist of the KAMF, the associated key set identifier, and two pair of NAS COUNT’s (one pair for each NAS connection).
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
*** BEGIN CHANGES *** 

6.3

Security contexts

6.3.1
General

Editor's Note: TS 33.401 [10] contains an elaborate set of definitions of different levels of security contexts. These definitions may be further explained here. If the definitions in clause 3 of the present document are sufficient, this subclause may be quite short.  

6.3.2
Handling security contexts within the serving network 

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 6.4, which is about handling security contexts at certain events like removal of the UICC, new authentication, state transitions, and about the respective roles of ME and UICC in handling security contexts.

6.3.3
Distribution of security contexts 

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclauses 6.1.4, 6.1.5, 6.1.6, which are about distributing security contexts in and between security domains.

6.3.4
Multiple registrations in different PLMN’s’ serving network or in same PLMN’s serving network

There are two cases where the UE can be multiple registered in different PLMN’s serving networks or in the same PLMN’s serving networks. The first case is when the UE is registered in one PLMN serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN serving network over the other type of access (e.g. non-3GPP). The second case is where the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses. The UE will establish two NAS connections with the network in both cases. 

NOTE: The UE belongs to a single HPLMN.

6.3.4.1
Multiple registrations in different PLMNs

The UE shall independently maintain and use two different 5G security contexts, one per PLMN’s serving network. 

Editor’s note: It is FFS if Eeach security context shall only be established separately via a successful primary authentication procedure with the target PLMN’s serving network, or if the home network key KAUSF could also be used. Clause 6.6.2.1 needs to be updated accordingly.  

6.3.4.2
Multiple registrations in the same PLMN

The UE shall maintain and use one 5G security context established via a successful primary authentication procedure with the target PLMN. The UE shall use this one 5G security context when the UE registers over both 3GPP and non-3GPP accesses in the same target PLMN. 
**** NEXT Changes ****
6.6
NAS security 

Editor's Note: This subclause is meant to contain, among other things, contents corresponding to TS 33.401 [10], clause 8 "Security mechanisms for non-access stratum signalling and data via MME" and subclause 6.5 "Handling of NAS COUNTs".
6.6.1
General

This subclause describes the security mechanisms for the protection of NAS signalling and data between the UE and the AMF over the N1 reference point. This protection involves both integrity and confidentiality protection. The security parameters for NAS protection are part of the 5G security context described in subclause 6.3 of the present document.

Editor's Note: The protection of SMS payloads in NAS messages is FFS. 

6.6.2
Security for multiple NAS connections

Editor's Note: This is subclause is intended to clarify how multiple NAS connections are secured in cases where the UE is simultaneously registered to different PLMN or the same PLMN over different AN types. 

6.6.2.1
Multiple active NAS connections in different PLMNs serving networks

TS 23.501 has a scenario when the UE is registered to a VPLMN’s serving network via 3GPP access  and to another VPLMN’s or HPLMN’s serving network via non-3GPP access at the same time. When the UE is registered in one PLMN’s serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN’s serving network over another type of access (e.g. non-3GPP), then the UE has two active NAS connections with different AMF’s in different PLMNs. As described in clause 6.3.x.1, the UE shall independently maintain and use two different 5G security contexts, one per PLMN serving network. All the NAS and AS security mechanisms defined for single registration mode are applicable independently on each access using the corresponding 5G security context.

NOTE: The UE belongs to a single HPLMN.
6.6.2.2
Multiple active NAS connections in the same PLMN’s serving network

When the UE is registered in the same AMF in the same PLMN but over both 3GPP and non-3GPP accesses, then the UE has two active NAS connections with the same AMF. As described in 6.3.4.2, the UE shall maintain and use only one 5G security context for these two NAS connections over 3GPP access and non-3GPP access. 

NOTE: According to TS 23.501, if the UE is performing registration over one access and intends to perform registration over the other access in the same PLMN, the UE shall not initiate the registration over the other access until the registration procedure over first access is completed.
This one 5G security context is established via a successful primary authentication procedure with the target PLMN over either 3GPP or non-3GPP access. 

The NAS keys derived from Kamf in this 5G security context are common to 3GPP access and non-3GPP case. Each NAS connection shall in this case be allocated a dedicated pair of NAS COUNTs. A 5G NAS security context is taken into use over both accesses via a successful NAS SMC procedure.

Editor’s Note: It is FFS whether one NAS SMC procedure or multiple are required in order to activate NAS security on each access. 

In order to realize cryptographic separation, each NAS connection over a specific acces type will be assigned a unique identifier which shall be equal the constant value 0x00 for 3GPP access and the constant value 0x01 for non-3GPP access. This connection identifier shall be used when forming the BEARER input to the NAS protection algorithms as described in clauses 6.6.3.1 and 6.6.4.1. 
The 5G security context will in this case consist of the KAMF, the associated key set identifier, and two pair of NAS COUNT’s (one pair for each NAS connection).
**** NEXT Changes ****
6.6.3
NAS integrity mechanisms

6.6.3.0
General
Integrity protection for NAS signalling messages shall be provided as part of the NAS protocol.

6.6.3.1
NAS input parameters to integrity algorithm

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 8.1.1, which is about NAS input parameters to integrity algorithms. 

Input parameters to the NAS 128-bit integrity algorithms as described in Annex B are an 128-bit integrity key KNASint as KEY, an 5-bit bearer identity BEARER which shall equal the constant value 0x00 for 3GPP access and the constant value 0x01 for non-3GPP access, the direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which is constructed as follows:

COUNT :=  0x00 || NAS OVERFLOW || NAS SQN 

Where

-
the leftmost 8 bits are padding bits including all zeros.

-
NAS OVERFLOW is a 16-bit value which is incremented each time the NAS SQN is incremented from the maximum value.

-
NAS SQN is the 8-bit sequence number carried within each NAS message. 

-
BEARER equal the constant value 0x00 for 3GPP access and the constant value 0x01 for non-3GPP access.
NOTE:
The differentiation of the value for the BEARER identity when one NAS connection is established over 3GPP access and a second NAS connection is established over non-3GPP access is necessary since there can be two NAS signalling connections established per pair of AMF and UE, Using two different constant values as BEARER input for the two NAS conections will provide cryptographic separation.
The use and mode of operation of the 128-bit integrity algorithms are specified in Annex <TBD>.

The supervision of failed NAS integrity checks shall be performed both in the ME and the AMF. In case of failed integrity check (i.e. faulty or missing NAS-MAC) is detected after the start of NAS integrity protection, the concerned message shall be discarded except for some NAS messages specified in TS 24.501 [x]. For those exceptions the AMF shall take the actions specified in TS 24.501 [x] when receiving a NAS message with faulty or missing NAS-MAC. Discarding NAS messages can happen on the AMF side or on the ME side.

6.6.3.2
NAS integrity activation

NAS integrity shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Replay protection shall be activated when integrity protection is activated, except when the NULL integrity protection algorithm is selected. Replay protection shall ensure that the receiver only accepts each incoming NAS COUNT value once using the same NAS security context. 

Once NAS integrity has been activated, NAS messages without integrity protection shall not be accepted by the UE or the AMF. Before NAS integrity has been activated, NAS messages without integrity protection shall only be accepted by the UE or the AMF in certain cases where it is not possible to apply integrity protection. 

Editor's Note: NAS messages exempt from integrity protection are FFS.

NAS integrity shall stay activated until the 5G security context is deleted in either the UE or the AMF. It shall not be possible to change from non-NULL integrity protection algorithm to NULL integrity protection.
6.6.3.3
NAS integrity failure handling

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 8.1.1, which contains some content on integrity failure handling. 

6.6.4
NAS confidentiality mechanisms

6.6.4.0
General
Confidentiality protection for NAS signalling messages shall be provided as part of the NAS protocol.

6.6.4.1
NAS input parameters to confidentiality algorithm

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 8.1.1, which is about NAS input parameters to confidentiality algorithms. 

The input parameters for the NAS 128-bit ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 6.6.3.1, with the exception that a different key, KNASenc , is used as KEY, and there is an additional input parameter, namely the length of the key stream to be generated by the encryption algorithms.

The use and mode of operation of the 128-bit ciphering algorithms are specified in Annex <X>.

NOTE:
In the context of the present subclause, a message is considered ciphered also when the NULL encryption algorithm NEA0 is applied.
6.6.4.2
NAS confidentiality activation

NAS confidentiality shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Once NAS confidentiality has been activated, NAS messages without confidentiality protection shall not be accepted by the UE or the AMF. Before NAS confidentiality has been activated, NAS messages without confidentiality protection shall only be accepted by the UE or the AMF in certain cases where it is not possible to apply confidentiality protection. 

Editor's Note: NAS messages exempt from confidentiality protection are FFS.

NAS confidentiality shall stay activated until the 5G security context is deleted in either the UE or the AMF.

**** End of Changes ****
