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1
Decision/action requested

It is proposed to add further details on multiple registrations in different PLMNs serving networks. 
2
References

[1]
 TS 33.501
3
Rationale

It is proposed to add further details on multiple registrations in different PLMNs serving networks.
Accoding to clause 6.3.4.1, the UE shall independently maintain and use two different 5G security contexts, one per PLMN’s serving network. 

This contribution proposes that each security context shall be established separately via a successful primary authentication procedure with the target PLMN. 
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
*** BEGIN CHANGES *** 

6           Security procedures between UE and 5G core network functions          

6.1
Primary authentication and key agreement

6.1.1
Authentication framework

6.1.1.1
General

The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and network in subsequent security procedures. The keying material generated by the primary authentication and key agreement procedure results in an anchor key called the KSEAF provided by the AUSF to the SEAF.

Keys for more than one security context can be derived from the KSEAF without the need of a new authentication run. As a concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 

In addition, the 5G security architecture, an authentication run may also result in a key called the KAUSF left at the AUSF based on the home operator's policy on using such key. This feature is optional to implement and optional to use.
NOTE 1:
This feature is an optimization that may be useful, for example, when the UE and the HPLMN needs to communicate securely but when new authentication is not run.

NOTE 2:
A subsequent authentication based on a key left at the AUSF gives somewhat weaker guarantees than an authentication directly involving the ARPF and the USIM. It is rather comparable to fast re-authentication in EAP-AKA'. 

Editor's Note: The details of an authentication procedure using a key left at the AUSF are FFS. They can be found in clause TBD.
NOTE 3:
In the present release, EAP-AKA' and 5G AKA are the only authentication methods that are mandatory to support in UE and serving network, hence only they are described in subclause 6.1.3 of the present document. An example of how additional authentication methods can be used with the EAP framework is given in the informative Annex B. 

**** NEXT Changes ****
6.3

Security contexts

6.3.1
General

Editor's Note: TS 33.401 [10] contains an elaborate set of definitions of different levels of security contexts. These definitions may be further explained here. If the definitions in clause 3 of the present document are sufficient, this subclause may be quite short.  

6.3.2
Handling security contexts within the serving network 

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 6.4, which is about handling security contexts at certain events like removal of the UICC, new authentication, state transitions, and about the respective roles of ME and UICC in handling security contexts.

6.3.3
Distribution of security contexts 

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclauses 6.1.4, 6.1.5, 6.1.6, which are about distributing security contexts in and between security domains.

6.3.4
Multiple registrations in different PLMN’s’ serving network or in same PLMN’s serving network

There are two cases where the UE can be multiple registered in different PLMN’s serving networks or in the same PLMN’s serving networks. The first case is when the UE is registered in one PLMN serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN serving network over the other type of access (e.g. non-3GPP). The second case is where the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses. The UE will establish two NAS connections with the network in both cases. 

NOTE: The UE belongs to a single HPLMN.

6.3.4.1
Multiple registrations in different PLMNs serving networks
The UE shall independently maintain and use two different 5G security contexts, one per PLMN’s serving network. Each security context shall be established separately via a successful primary authentication procedure with the target PLMN. 

6.3.4.2
Multiple registrations in the same PLMN

**** NEXT Changes ****
6.6
NAS security 

Editor's Note: This subclause is meant to contain, among other things, contents corresponding to TS 33.401 [10], clause 8 "Security mechanisms for non-access stratum signalling and data via MME" and subclause 6.5 "Handling of NAS COUNTs".
6.6.1
General

This subclause describes the security mechanisms for the protection of NAS signalling and data between the UE and the AMF over the N1 reference point. This protection involves both integrity and confidentiality protection. The security parameters for NAS protection are part of the 5G security context described in subclause 6.3 of the present document.

Editor's Note: The protection of SMS payloads in NAS messages is FFS. 

6.6.2
Security for multiple NAS connections

Editor's Note: This is subclause is intended to clarify how multiple NAS connections are secured in cases where the UE is simultaneously registered to different PLMN or the same PLMN over different AN types. 

6.6.2.1
Multiple active NAS connections in different PLMNs serving networks

TS 23.501 has a scenario when the UE is registered to a VPLMN’s serving network via 3GPP access  and to another VPLMN’s or HPLMN’s serving network via non-3GPP access at the same time. When the UE is registered in one PLMN’s serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN’s serving network over another type of access (e.g. non-3GPP), then the UE has two active NAS connections with different AMF’s in different PLMNs. As described in clause 6.3.x.1, the UE shall independently maintain and use two different 5G security contexts, one per PLMN serving network. Each security context shall be established separately via a successful primary authentication procedure with the target PLMN. All the NAS and AS security mechanisms defined for single registration mode are applicable independently on each access using the corresponding 5G security context.

NOTE: The UE belongs to a single HPLMN.
**** End of Changes ****
