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1
Decision/action requested

This document proposes handover procedure from EPS to 5GS for clause 9 “Security of interworking” in TS 33.501.
2
Referencess
[1]
3GPP TS 33.501 

[2]
3GPP TR 33.899 clause 5.13.4.2 “Solution #13.2: Security in handover between EPS and 5GS”
3
Rationale

This document proposes handover procedure from EPS and 5GS for clause 9 “Security of interworking” in TS 33.501. Clauses for key derivation and mapping of security context between 4G and 5G are also defined followed by the handover procedures, the contents of whichhaven’t been described yet.
4
Detailed proposal

***** Start of Change *****
9           Security of interworking

Editor's Note: This clause covers security of Interworking with LTE systems.

9.3.2
From EPS to 5GS
9.3.2.1 Procedures

The procedure for handover from EPS to 5GS, as far as relevant for security, proceeds in the following steps as illustrated in Figure 9.3.2.1-1. 
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Figure 9.3.2.1-1: Handover procedure from EPS to 5GS.
1. The eNB may check whether the UE's security capabilities and access rights are valid while making the decision for handover.

2. The eNB shall send HO Required message to the MME, including UE's identity (such as GUTI), UE's security capabilities and identities of source eNB and target gNB.

3. The MME may check whether the UE's security capabilities and access right are valid in order to decide whether it can initiate handover to 5GS. 
4. The MME shall request thePGW-C/SMF to provide SM (Session Management) context, and the PGW-C/SMF shall provide it to the MME. If the UE has multiple sessions, the MME shall send the request to multiple PGW-C/SMF. This includes a series of  messages being exchanged with multiple SGW, PGW-C/SMF and PGW-U/UPF.
5.  The MME shall derive intermediate key to be sent to the AMF as explaned in clause 9.3.3. If the MME is a legacy MME, which is not aware of 5GS, KASME is sent to the AMF.
6. The MME shall select the AMF and send relocation request to it. The request shall include target eNB ID, MM (Mobility Management) context and SM context. The format of MM and SM contexts may be mapped to the ones used in the 5GS. The request shall also include security context,  identity of security keys (KSI, Key Set Identifier),  security configurations (e.g. whether confidentiality and integrity protection is needed or not) and used algorithms. The security configurations may be decided by the service requirements provided to the UE. Security context mapping from EPS to 5GS is carried out by the AMR as explained in clause 9.3.4.
7. The AMF shall check whether UE's security capabilities and access rights are valid in order to decide whether it can accept the relocation request.

8. The AMF shall derive a security key KAMF, which is used in 5GS, from the intermediate key received form MME in step 5 as explained clause 9.3.3.
9. The AMF shall send create session request to the PGW-C/SMF based on the received SM context. The PGW-C/SMF shall allocate resources for the session, and send create session response to AMF.

10. The AMF shall send HO request to the gNB. The request includes information on session and bearer establishment. The request shall include security context used for AS security KgNB, which is generated by AMF from KAMF, and required security configurations including AS security algorithms.
11. The gNB may check whether UE's security capabilities and access rights are valid in order to decide whether it can accept the HO request. The gNB also derives security keys of AS security for confidentiality and integrity protection.
12. The gNB shall allocate necessary resources for the bearer establishment, and shall send HO request ACK to the AMF.

13. The AMF shall send relocation response, which includes security configurations including algorithms used for AS and NAS security along with necessary information for handover such as identity of the target eNB, to the MME. 
14. The MME shall send HO command to the eNB including security configurations (algorithms for AS and NAS security). The MME deletes security context used in EPS.

15. The eNB shall send HO command to the UE, which includes security configurations mentioned in step 14. The eNB deletes security context used in EPS.

16. The UE shall derive security keys of AS and NAS security for confidentiality and integrity protection based on the information in the HO command, after which AS and NAS security is activated. The UE shall send HO confirm message to the gNB. This activates AS security in the eNB.
17. The gNB shall send the HO notify messageto the AMF. 

Steps 18-21 are carried out based on the procedure defined in clause 4.11.2.2.3 of TS 23.502 [8].
9.3.2.2
Key derivation

Editor's note: Details of key derivation including intermediate keys are FFS.
9.3.2.3
Mapping of security context
Editor's note: Mapping of security context between 4G and 5G is FFS.
***** End of Change *****
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