3GPP TSG SA WG3 (Security) Meeting #89
S3-173334
27 November- 1 December, 2017, Reno (US)


Source:
NEC
Title:
Skeleton proposal for clause 9 “Security of interworking”
Document for:
Approval

Agenda Item:
7.2.10
1
Decision/action requested

This document proposes skeleton for clause 9 “Security of interworking” in TS 33.501.
2
Referencess
[1]
3GPP TS 33.401
[2]
3GPP TS 33.501 
[3]
3GPP TS 23.502
3
Rationale

The table below shows the mapping between the content of clause 9 from TS 33.401 [1] to TS 33.501 [2].

	Source clause in TS 33.401
	Target clause in TS 33.501 
	Explanation and detailed description (whenever needed)

	9
Security interworking between E-UTRAN and UTRAN
	9   Security of interworking between 5GS and EPS
	

	None
	9.1 General
	Overall security mechanisms of interworking between 5GS and EPS are explained.

	9.1
RAU and TAU procedures
	9.2 Idle mode mobility
	The content of this subclause is meant to correspond to TS 33.401, subclause 9.1, which is about security aspects of RAU and TAU procedures during interworking. 

	9.1.1
RAU procedures in UTRAN
	9.2.1 Mobility Registration procedure in 5GS
	

	9.1.2
TAU procedures in E-UTRAN
	9.2.2  TAU procedure in EPS
	

	9.2
Handover
	9.3 Handover
	

	9.2.1
From E-UTRAN to UTRAN
	9.3.1 From 5GS to EPS
	

	
	9.3.1.1 Procedures
	Security related points are mainly explained in line with handover procedures defined in TS 23.502 [3].

	
	9.3.1.2 Key derivation
	Cause for details on key derivation during handover from 5GS to EPS

	
	9.3.1.3 Mapping of security context
	Cause for details on mapping of security contexts during handover from 5GS to EPS

	9.2.2
From UTRAN to E-UTRAN
	9.3.2 From EPS to 5GS
	

	
	9.3.2.1 Procedures
	Security related points are mainly explained in line with handover procedures defined in TS 23.502 [3].

	
	9.3.2.2 Key derivation
	Cause for details on key derivation during handover from 5GS to EPS

	
	9.3.2.3 Mapping of security context
	Cause for details on mapping of security contexts during handover from 5GS to EPS


4
Detailed proposal

***** Start of Change *****
9           Security of interworking between 5GS and EPS
Editor's Note: This clause covers security of Interworking with LTE systems.

9.1
General
9.2
Idle mode mobility
9.2.1
Mobility Registration procedure in 5GS
9.2.2
TAU procedure in EPS
9.3
Handover
9.3.1
From 5GS to EPS
9.3.1.1 Procedures
9.3.1.2 Key derivation
9.3.1.3 Mapping of security context
9.3.2
From EPS to 5GS
9.3.2.1 Procedures
9.3.2.2 Key derivation
9.3.2.3 Mapping of security context
***** End of Change *****
