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1
Decision/action requested

We discuss the NR algorithm negotiation and the related bidding-down attack with legacy MMEs. We present some observations to be discussed by SA3. 
2
References

N/A 
3
Rationale

In SA3#88bis, a potential bidding-down attack related to the NR algorithm negotiation with EDCE5 was discussed. This document further discusses the attack, especially the aspects related to the legacy MME. 
In companion contributions, we propose a solution that is based on stand-alone TAU and local mapping of LTE algorithms in NR RRC protocol. 
4
Discussion on the attack      

We assume that the UE network capability IE will be extended to carry the codepoints for NR (5G) algorithms. 

Figure 1 shows the current UE network capability IE that does not yet include NR algorithms. The LTE algorithms are EEA0, EEA1, EEA2, EEA3, EEA4, EEA5, EEA6, EEA7, EIA0, EIA1, EIA2, EIA3, EIA4, EIA5, EIA6, EIA7. The 5G/NR algorithms are assumed to be similar to these, e.g. 5EA0, 5EA1, 5EA2, 5EA3, 5EA4, 5EA5, 5EA6, 5EA7, 5IA0, 5IA1, 5IA2, 5IA3, 5IA4, 5IA5, 5IA6, 5IA7. We assume that the NR algorithms are added in this information element to the end spare bits (e.g. octets 10 and 11). 
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Figure 1: UE network capability (the new NR algorithms are not included yet) 

The problem with the current system is that the LTE algorithms were designed to be static, i.e. there are fixed places for eight LTE encryption algorithms and eight LTE integrity algorithms. It is possible to add new algorithms on top of these 8+8 LTE algorithms, however, the legacy MMEs that are out in the field will not understand that they are UE capabilities are might be relevant for EPS. With EDCE5, the 5G radio is added as a component to the E-UTRAN, and consequently the legacy algorithm negotiation method is not able to handle the new 5G/NR algorithms. If the new 5G/NR algorithms are added to the UE network capabilities as spare bits/octets, then the system becomes vulnerable to new bidding-down attack. 

Figure 2 demonstrates a variant of the attack with legacy MME (attack 1). The legacy MME is a Rel-14 or earlier MME that does not support the Rel-15 feature EDCE5. The legacy MME can be located in any existing network, even if the network didn’t support EDCE5. Of course, the attack is only meaningful if the network supports EDCE5. 
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Figure 2: Attack 1 where the attacker is removing the NR security algorithms from unprotected Attach (note that only relevant NAS messages are shown). 

1) The UE sends an Attach request to the network. This message includes the UE Network Capability indicating the supported LTE algorithms, and NR algorithms. The Attach request is not integrity protected. 

2) The attacker modifies the Attach request either by modifying the NR algorithms, or by completely removing them. In the figure, the attacker removes the NR algorithms completely. 

3) The legacy MME receives the modified Attach request, and stores the falsified UE security capabilities. If the attacker didn’t modify the message, the MME would have stored both the LTE and NR algorithms. 

4) The UE and the legacy MME exchange some security related signaling messages, e.g. authentication messages. 

5) The legacy MME sends the NAS Security Mode Command to the UE. As this is a legacy MME, and does not understand the NR algorithms, it only includes the UE supported LTE algorithms in the NAS SMC message. The NAS SMC message is integrity protected between the legacy MME and the UE. (Note that the rest of the signaling between MME and UE is not shown in the figure, e.g. the Attach accept is not shown.)

The UE thinks that it is talking to legacy MME (which is correct), however, it does not know that the attacker removed the NR algorithms from the Attach Request. Neither is the MME aware of the presence of the attacker. 

Note that the attacker can remove or modify the NR security algorithms only in the initial, unprotected Attach. The attacker is not able to influence the negotiation of LTE algorithms. 

Observation 1: The bidding-down attack applies only to the NR algorithms that are used in the access stratum. 

Observation 2: The attack does not apply to NAS security. 

Observation 3: The attack is successful only with initial, unprotected Attach. 

The other attack scenario (attack 2) is related to handovers when the UE security capabilities are forwarded to target MME, which is potentially a Rel-15 MME. This attack can potentially self-heal because the UE will send a protected TAU quite soon, and the target MME will recognize the miss-match between the UE security capabilities received from the legacy MME and from the UE. However, the Rel-15 MME may forward the false UE Network Capabilities down to eNB before the UE sends the next protected TAU with correct UE Network Capabilities. 
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Figure 2: Attack 2 where the UE is moving to new MME before the legacy MME receives the first protected TAU request (note that only relevant NAS messages are shown). 

1) Same as figure 2. 

2) Same as figure 2. 

3) Same as figure 2. 

4) Same as figure 2. 

5) Same as figure 2.

6) The UE is moving to another location, and handover happens. Note that the handover signalling is not shown in the figure. However, the legacy MME will now forward the falsified UE capabilities to Rel-15 MME. This MME could potentially support EDCE5 but the UEs NR algorithms are now wrong or totally missing because the attacker modified them in step 2). Since the EDCE5 is an optional feature, the Rel-15 MME forwards the falsified UE capabilities to the eNB/gNB. 

7) The eNB/gNB is now making security decision based on falsified NR algorithms. For example, it might be possible that the user plane data is sent without encryption over the air-interface. 

8) The UE will finalize the handover procedure by sending a TAU request. This message includes the correct UE Network Capabilities. This message is integrity protected. 

9) The Rel-15 MME replaces the false UE network capability received from the legacy MME in step 5) with the UE network capability received in the integrity protected TAU message. 

10) The procedure is completed with TAU accept. 

After the handover, the Rel-15 MME will most likely update the UE capabilities also to the eNB/gNB. 
Observation 4: Even if the falsified NR algorithms were forwarded by the source legacy MME to the target Rel-15 MME, the UE will send the NR algorithms again in integrity protected TAU, and the attack will self-heal. 

The third scenario (attack 3) is the interworking case when the legacy MME makes handover to AMF (Figure 3). 
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Figure 3: Attack 3 with interworking to 5G (note that only relevant NAS messages are shown). 
Interestingly, all earlier generations are happily sending the UE network capabilities to newer generation network even when the new generation algorithms have not been bidding-down protected. The UE sends all of its security capabilities (i.e. 2G, 3G, and 4G) when connecting to 2G or 3G, however, the security mode procedure reflects back only the algorithms related to the generation itself or older generation. The newer generation algorithms are not bidding-down protected. In other words, 2G “ciphering mode setting” replies only 2G algorithms, and 3G “Security capability” replies only 2G and 3G algorithms back to the UE. All below cases seem to be true: 
a. 2G SGSN forwards UE 3G security capabilities to 3G SGSN even when they have not been bidding-down protected by the 2G SGSN. The attacker can modify or remove UE 3G security capabilities. 
b. 2G SGSN forwards UE 4G security capabilities to MME even when they have not been bidding-down protected by the 2G SGSN. The attacker can modify or remove UE 4G security capabilities.
c. 3G SGSN forwards UE 4G security capabilities to MME even when they have not been bidding-down protected by the 3G SGSN. The attacker can modify or remove UE 4G security capabilities.
According to the current 3GPP standards, the attack 3 should not be seen as an an attack but as a way the system was designed. 
Observation 5: All earlier generations are forwarding UE network capabilities to the newer generation networks without bidding-down protection. 

5
Detailed proposal 
We propose that SA3 discusses the attacks, and takes our observations into account when deciding the solution for them. In our opinion, the attack is not severe. 
Attach 

Observation 1: The bidding-down attack applies only to the NR algorithms that are used in the access stratum. 

Observation 2: The attack does not apply to NAS security. 

Observation 3: The attack is successful only with initial, unprotected Attach. 

Mobility 

Observation 4: Even if the falsified NR algorithms were forwarded by the source legacy MME to the target Rel-15 MME, the UE will send the NR algorithms again in integrity protected TAU. 

Interworking 

Observation 5: All earlier generations are forwarding UE network capabilities to the newer generation networks without bidding-down protection. 
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