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1
Decision/action requested

This pCR proposes resolution for the Editor’s Note in clause 6.3.4.1 (Multiple registrations in different PLMNs) of draft TS 33.501 v0.4.0
2
References

[1]
S3-172522: draft TS 33.501 v0.4.0

3
Rationale

According to clause 6.3.4 of [1], the UE can be multiple registered in different PLMN’s serving networks. For example, the UE is registered in one PLMN serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN serving network over the other type of access (e.g. non-3GPP). In such a case, the UE shall independently maintain and use two different 5G security contexts, one per PLMN’s serving network. 

However, how these two different 5G security contexts are established is still open as captured by the following Editor’s Note in clause 6.3.4.1:

Editor’s note: It is FFS if Eeach security context shall only be established separately via a successful primary authentication procedure with the target PLMN’s serving network, or if the home network key KAUSF could also be used. Clause 6.6.2.1 needs to be updated accordingly.  

If the UE has already successfully registered in one serving PLMN, then it has been successfully authenticated by the home PLMN and the UE has established the 5G security context. As part of this authentication process, the UE derives KAUSF. If the KAUSF is available, then when registering with a different serving PLMN, it is beneficial to use the KAUSF to establish the 5G security context for the second serving PLMN as this will avoid the need to perform another primary authentication. The establishment of the second 5G security context in a different PLMN can be achieved as follows:

1. When the UE wants to register to a different PLMN than one it is currently registered and has the KAUSF available, the UE derives a key identifier KeyIDAUSF from the KAUSF. The output may be truncated (e.g., KeyIDAUSF is set to 32 LSBs of the KDF output). The details of this key derivation is FFS. The KeyIDAUSF is included in the UE Registration Request.
2. The SEAF in the serving network includes the KeyIDAUSF in the Authentication Initiation Request (5G-AIR) message to the AUSF. 
3. If the AUSF supports KAUSF and wants to reuse it, it derives the KeyIDAUSF in the same manner as the UE and verifies whether they match. If they match, then the AUSF skips authentication and derives the KSEAF from KAUSF. To ensure that the derived KSEAF is different for each time it derives the KSEAF for the given serving network, the KSEAF derivation at the AUSF can include a freshness parameter such as a monotonically increasing counter (e.g., 32-bit AUSF_KDF_COUNT) for each KSEAF derivation. The AUSF stores this counter along with the KAUSF. The AUSF sends the derived KSEAF, along with the counter, to the SEAF in Authentication Initiation Answer (5G-AIA). Otherwise, the AUSF initiates a fresh authentication by sending Auth-Info-Req message to the UDM/ARPF.

4.   The AMF uses the KSEAF to establish the separate 5G security context with the UE for this serving network. The counter value (AUSF_KDF_COUNT) used by the AUSF to derive the KSEAF is send to the UE in the NAS Security Mode Command. The count value in the SMC is integrtity protected, but not encrypted.
5. The UE uses the counter value in the received Security Mode Command to derive the KSEAF and uses it to establish the 5G security context with the serving network.

The below pCR introduces the normative text for the establishment of the separate 5G security context with a different serving PLMN using the KAUSF.
4
Detailed proposal

SA3 is kindly request to approve the below pCR.
================= START OF CHANGES ================

6.3.4
Multiple registrations in different PLMN’s’ serving network or in same PLMN’s serving network

There are two cases where the UE can be multiple registered in different PLMN’s serving networks or in the same PLMN’s serving networks. The first case is when the UE is registered in one PLMN serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN serving network over the other type of access (e.g. non-3GPP). The second case is where the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses. The UE will establish two NAS connections with the network in both cases. 

NOTE: The UE belongs to a single HPLMN.

6.3.4.1
Multiple registrations in different PLMNs

The UE shall independently maintain and use two different 5G security contexts, one per PLMN’s serving network. 
If the UE has registered in one serving PLMN and wants to register to a different PLMN, it shall derive a key identifier KeyIDAUSF from the KAUSF and include it in the Registration Request.
1. Editor’s Note: The KeyIDAUSF derivation is FFS.
Upon receiving the Registration Request with KeyIDAUSF, the SEAF shall include the KeyIDAUSF in the Authentication Initiation Request (5G-AIR) message to the AUSF. 
If the AUSF has the stored KAUSF and decides to reuse it, then

·  The AUSF shall derive the KeyIDAUSF in the same way as the UE and verify whether the KeyIDAUSF derived by the AUSF matches the received value. If they match, then the AUSF skips the authentication and derives the KSEAF from the KAUSF and the counter AUSF_KDF_COUNT. The AUSF_KDF_COUNT is a monotonically increasing 32-bit counter, with the initial value of zero. After each key derivation from the KAUSF, the AUSF shall increment AUSF_KDF_COUNT by 1. The AUSF_KDF_COUNT is stored by the AUSF along with the KAUSF. The use of AUSF_KDF_COUNT ensures that a key derived from KAUSF is always fresh.
Editor’s Note: The KSEAF derivation in Annex A.6, along with respective text in other clauses of this specification for 5G AKA  and EAP-AKA’ needs to be updated for alignment. 
· The AUSF shall send the derived KSEAF, along with the AUSF_KDF_COUNT, to the SEAF in Authentication Initiation Answer (5G-AIA). 
· The AMF shall use the KSEAF to establish a separate 5G security context with the UE by sending NAS Security Mode Command (SMC). The NAS SMC shall include the AUSF_KDF_INPUT. The AUSF_KDF_INPUT in the NAS SMC shall be integrity protected but not ciphered. 
· The UE shall use the AUSF_KDF_CONT received in the NAS SMC to derive the KSEAF and to establish a separate 5G security context with the AMF in the serving network.
Otherwise (i.e., the AUSF does not support the storage of the KAUSF or the AUSF wants to authenticate the UE), the AUSF shall initiate a primary authentication by sending Auth-Info-Req message to the UDM/ARPF.The successful authentication results in establishment of a separate 5G security context with the AMF.

================= END OF CHANGES ================
