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Attachments:

1. Overall Description:

SA3 thanks RAN2 for their reply LS on encrypting broadcasted positioning data. SA3 discussed this issue, and noted that the Open Mobile Alliance (OMA) has already studied and designed a solution for encryption of broadcasted positioning assistance data as part of their work on LPP Extensions Specification (LPPe) Version 1.1 (and later). 
The algorithm used in LPPe for ciphering broadcasted positioning assistance data is the 128-bit Advanced Encryption Standard (AES) algorithm with counter mode. A description of this algorithm can also be found in Annex F of LPPe (and references therein).
SA3 found it reasonable to use this method also for ciphering broadcasted positioning assistance data in RAN. 

The 128-bit AES algorithm with counter mode can be used to cipher a segmented SIB message with no significant difference in security according to whether the segmentation uses octet string segmentation or pseudo-segmentation with dependent or independent ciphering of segments. However, it is recommended that the D0 values defined in OMA LPPe differ from one another by significant amounts to avoid accidentally reusing previous counter values. As an example, different values for D0 could each contain 16 or more least significant zero bit values.
2. Actions:

To RAN2 group.

ACTION: 
RAN2 is kindly requested to take the above into account and to consider defining the detailed impacts in RAN owned TSs. 
3. Date of Next TSG-SA WG3 Meetings:

SA3#90

22 – 26 Jan 2018
Gothenburg, Sweden

SA3#90Bis (Adhoc on 5G)
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