3GPP TSG SA WG3 (Security) Meeting #89
S3-173295
27 November - 1 December 2017, Reno (US)
revision of S3-17xabc
Source:
Qualcomm Incorporated
Title:
Discussion on a response to S3-173019/R2-1711978 on Early data transmission 
Document for:
Discussion

Agenda Item:
7.6.1
1
Decision/action requested

This contribution discusses the incoming LS (S3-173019/R2-1711978) and proposes responses to the questions asked. It is proposed that these responses are used when replying to the LS.
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3
Rationale

In their LS [1], RAN2 informed SA3 that they are working on early data transmission and asked SA3 to responds to the following: 
RAN2 would like to kindly ask the following questions to SA3: 

2) Is there any security issue on using NAS security for UL data transmission in Msg3 for control plane CIoT EPS optimisation?

3) Is there any security issue on using NAS security for DL data transmission in Msg4 for control plane CIoT EPS optimisation?

4) Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for UL data transmission in Msg3 for user plane CIoT EPS optimisation?

5) Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for DL data transmission in Msg4 for user plane CIoT EPS optimisation?

6) RAN2 assumes that there are no security related concerns in transmitting UL data in Msg3 for user plane CIoT EPS optimisation. Please confirm this assumption.
Firstly, we consider the question 2 and 3 relating to the use of control plane CIoT EPS optimisations. Since all the security in this case is at the NAS layer, then sending the user plane earlier does not make any difference from a security perspective. Hence it is proposed to respond to both questions that there is no security issue for these questions.
Secondly, we consider questions 4 and 5. In the current Suspend/Resume procedures, the NCC value is sent to the UE in an integrity protected but not ciphered message 4.  RAN2 are proposing that it is sent in the previous connection to allow the new keys to be used for protecting both user data and RRC message in message 3. While not explicitly said it is assumed that the message meant to be the message that sends the UE into Suspend mode. Regardless of the exact message, provided the message that delivers the NCC is integrity protected, then there is no issue with providing NCC in the previous connection as NCC is not a parameter that requires confidentiality. Although it should be noted that sending the NCC in the previous connection may in fact allow NCC to be transferred confidentiality protected. Hence it is proposed to respond to questions 3 and 4 that provided NCC is sent with integrity protection there is no security issue compared to current suspend/resume procedures in sending the NCC in the previous connection.

Finally, we consider question 6. There are some security differences between using Msg 3 or Msg 5 for sending UL in user plane CIoT optimisations. One difference is Msg 4 is integrity protected and hence the UE is only sending the data after it has got an indication that the genuine network is present and there is confirmation that the UE and eNB support the same algorithms. Other differences are that the target eNB may not be able to fetch the context from the source eNB, or the target eNB may not support the same algorithms as the source eNB, so the UE may use algorithms that the target eNB does not support. To be able to preserve the property that the user data is only ever sent when the UE is sure that a genuine network is there and the UE and eNB share a security context, the network should make the decision on whether the UE is authorised to use the UP early data transmission, e.g. the eNB provides an authorisation flag along with the NCC so the UE know whether it should use early data transmission or not. 
4
Detailed proposal

It is proposed that the above proposed responses are used to provide a reply to RAN2. 
