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Decision/action requested

This contribution discuses bidding down issue when interworking between 4G and 5G
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Rationale

Introduction 

There has been much discussion on the handling of the negotiation of security algorithms and in particular for the case of EDCE5. In this paper, we try to take a step back and look at the whole handling of algorithm negotiation in LTE and NR and propose a coherent approach for all cases. 
In LTE, the is an assumption that a UE will support the same security algorithms on both the AS and NAS layer. This makes sense as the radio and core were tightly coupled and it was expected that the security for the AS and NAS layer would evolve together. This tight evolution is brought into question by the use of Dual Connectivity between different radio technologies under one core and also the ability to place an eNB under a NextGen core without the use of NR radio at all. This means that there may be a more separate evolution of the algorithms, for example it may be desired to use a 256-bit algorithm between a UE and a eLTE eNB attached to the NextGen core before the NAS security in LTE is upgraded to 256-bits. Other possible scenarios may be the introduction of combined encryption/integrity algorithm that may be more appropriate for user plane use of integrity but not needed on the core. The actual cases are not important at this stage but what is important is the flexibility to evolve the UE supported security algorithms. This is important as it is often extremely difficult to retrofit security procedures. A final observation is that for EDCE5 is not necessary for the MME to be are aware of the algorithms that the UE supports for use with the SgNB.

In the next few section, this contribution examines some of security issues that relate to this decisions on algorithm handling.
Expanding the bidding down protection in LTE

It is not straightforward to enhance the bidding down protection in LTE to cover more security algorithms. The issue with algorithm signalling are as follows. The IE used to carry the supported LTE algorithm to the MME in the Attach and TAU Requests is the following one:
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Figure 9.9.3.34.1: UE network capability information element

There is only space for 8 encryption algorithms. The Null and 3 others are already specified and the last one will be needed to signal additional algorithms beyond these 8 (i.e. when this bit is set to 1, then the UE supports some algorithms beyond those first eight or other algorithms for different use cases). 

Bidding down is performed using the following IE in the NAS Security Mode Command. 
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Figure 9.9.3.36.1: UE security capability information element

The important point to note here is that it is not a direct copy of what has come from the UE so is not straight forward to extend to still perform bidding down, i.e. the MME would need to understand what was sent to it and translate it to put into the replayed element. From a UEs perspective, it could not tell if the lack of additional replayed algorithms was due to an attacker removing the UE’s claimed support on the uplink or the MME not understanding the new algorithms and hence not adding to the above IE.

This that without changes to the NAS protocol, it is not possible to provide bidding down protection for additional security algorithms in LTE. The other issue to note is that the NAS layer in LTE only supports signalling 8 algorithms, whereas the RAN layer supports signalling for 16 algorithms.
Future of algorithm negotiation in LTE 
The first observation to make is that the additional of 3 more ‘algorithms’ in LTE will exhaust the available space in LTE. It does not matter what the whether these introduced ‘algorithms’ are for LTE NAS and AS, use between UE and SgNB or use between the UE and 5G core. An expansion of the bidding down for LTE would be a useful feature to introduce as the signalling so the current situation of a MME being able to understand additional algorithm codepoints without supporting the new algorithm is possible with future algorithms. For example, such an algorithm may only apply to the AS layer. Such bidding down could also be useful for the protection of the 5G algorithms in the interworking case, depending on the exact solution chosen for this. 

Algorithm negotiation in 4G to 5G interworking

Provided the MME is not expected to choose algorithms for use between the UE and AMF, there is no security issue with bidding down in idle mobility from 4G to 5G, i.e. in this case the 5G NAS Security Mode procedures deal with the bidding down attacks. 
The same conclusion cannot be drawn for handover as in this case at least the AS layer security algorithms need to be chosen before any NAS signalling can occur (in particular no NAS signalling from the UE to indicate the supported algorithms). This seems to leave the following option for bidding down protection of the initially chosen AS security algorithms at handover from 5G to 4G:
a) Mandate an upgraded MME that deal with the bidding down protection of the algorithms that are used when connected to the 5G Core. 
b) Allow the AS level to perform the bidding down protection at handover from 5G to 4G and leave the bidding down at the NAS layer to subsequent NAS signalling. This would require echoing back of the relevant security capabilities as part of the handover signalling and a N2 equivalent of a UE context modification to provide the RAN node with the complete set of security algorithms after the negotiation at the NAS layer. Such procedures could be optional in the case that an upgraded MME has done the bidding down protection.  

c) Following the 2G/3G to 4G interworking case and use a new IE in LTE to signal, the 5G security capabilities. Following the 2G/3G to 4G interworking case in that if the MME does not pass the algorithms that are supported with 5G to the AMF, then the AMF assume that the UE supports the first three algorithms the same as in LTE. Moving this forward really means that eventually the MME would need to be upgraded to support signalling the additional algorithms or a permanent security hole will be left in 4G to 5G interworking 
Note: It should be noted that the final 2G/3G interworking case was not really a design choice but the best compromise that could be found once it was realised that not all SGSN would support signalling the LTE security capabilities without an upgrade.
d) Adding the 5G security capabilities to an existing IE such that they are signalled automatically to the AMF. This seems to have the advantage compared to c. of the 5G network receiving the algorithms from a legacy MME, but there will still be no guarantee of bidding down protection on these algorithms. It should also be noted that if this is expected to cover the full 16 confidentiality and integrity algorithms then there would need to be 32 bit available in an IE (if the same signalling method is used as in LTE). 

For c) and d), it would also be necessary to ensure that the MME/AM whether bidding down protection had been applied to these new algorithms or not.
From the above, it can be concluded that to ensure effective bidding down protection for interworking between 4G and 4G means either moving away existing LTE model of interworking and utilising the AS level or enhancing the bidding down protection in the LTE to support interworking. 
AS bidding down 

The AS bidding down would work by echoing back the Security capabilities back to the UE in the handover message (similarly as is being proposed for EDCE5). The supported algorithms will either arrive via the UE radio capabilities or via NAS signalling, N26 and N2 signalling. 
Enhanced NAS bidding down 
Enhancing the bidding down at the NAS layer is not straightforward for the reasons discussed above. For this reason, the proposal here is to add an enhancement in such a way that it covers additional algorithms for LTE, algorithms for use with the 5G core and also enable bidding down of future security issues for future possible expansion.
It should be noted for a future proof solution an extensible new IE is added. It is proposed that this IE is includes the 5G security algorithms. It is also proposed that bits are assigned to carry and additional LTE algorithm so that these can be included in the bidding down response (even if none are supported). 

One problem with adding the bidding down protection is that a legacy MME would respond with any new IEs. This may make an enhanced UE believe that it is working with a legacy MME when in fact an attacker has made an enhanced MME believe it is working with a legacy UE. To overcome this, it is proposed that the EEA7 bit is set to 1 if a UE supports either LTE algorithms or new security features (e.g. 5G security algorithms). A summary of the changes are given below.
UE to MME in Attach and TAU Requests

· EEA7 bit is set to 1 when additional security algorithms are included in messages
· New IE carrying the 5G security algorithms supported 

· This IE needs to be extensible 
· New LTE algorithm either in existing IE or new IE (possibly the same one as 5G algorithms)

MME to UE in NAS Security Mode Commands

· New IE that includes new LTE algorithms and the new IE for 5G algorithms 

· Clearly this must be extensible as the new IE for 5G algorithms is extensible

· In the case that new LTE algorithms are carried in the same IE as the 5G algorithms, then it would be exactly that IE.

MME to MME/AMF interfaces
· Signal UE support of 5G algorithms and additional LTE algorithms

· Signal whether these have been bid down protected or not – this may be implicit by the presence of the IE 
Given such a solution was agreed, in terms of support of the above features, it is proposed that this is mandatory for a Rel-15 MME and mandatory for a UE that supports either 5G core or an additional LTE security algorithm. Depending on the solution chosen for EDCE5, it may also be mandatory for a UE that supports EDCE5.
A companion CR (S3-173292) contains a CR for such a proposal.
4
Detailed proposal

It is proposed that SA3 agree the following:

Proposal 1: If a NAS based method for handling the 5G algorithms at 4G to 5G interworking is used, then SA3 shall ensure that the standards supports a method of ensuring that the 5G may be bid down protected in EPC.

Proposal 2: SA3 should choose a bidding down method chosen should allow new security algorithm to be added without creating a new bid down issue.

Proposal 3: SA3 shall agree that the bidding down protection between UE and AMF in 5G shall be similarly extensible. 

Proposal 4: Liase with CT1 to discuss the above proposals.
