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1	Decision/action requested
This contribution identifies that the construction of the subscription concealed identifier shall be implemented in ME rather than in UICC considering the computation efficiency  
2	References
[1]	3GPP TS 33.501 v0.4.0
[2]	https://en.wikipedia.org/wiki/Instructions_per_second#MIPS
[3]	Performance Investigations,
	https://www.ietf.org/proceedings/92/slides/slides-92-lwig-3.pdf
[4] 	3GPP TS 24.301 
3	Rationale
 In 5.1.5 subscriber privacy of TS 33.501, there are an editor’s note “Where the calculation of SUCI is done is FFS”. This pCR identifies that the calculation of SUCI shall be performed in ME. 
The generation of a SUCI using the raw public key shall be performed in ME rather than in UICC. The main reason is that the CPU power of ME is significantly stronger than that of UICC. Assumed that ARM Cortex M0 is used in UICC and ARM Cortex A9 is used in ME respectively, ARM Cortex M0 is about 167 times slower than ARM Cortex A9 [2]. As a result, the encryption of SUPI using the raw public key of the home network in UICC may result in a much longer delay than that in ME.  The longer delay due to the encryption of SUPI may lead to interruption of the attach procedure. For example, 5.4.4.2	Identification initiation by the network in TS 24.301 specifies that timer T3470 is 6s for completing the identification procedure. However, according to the reference [3], the ECDH computation delay on M0 (KL25Z) is 8902ms for the curve secp256r1. This means that UE cannot attach the network if the identification procedure is invoked.
4	Detailed proposal
***	BEGIN CHANGES	***
[bookmark: _Toc490577326][bookmark: _Toc496020410][bookmark: _Toc496020867][bookmark: _Toc496867055][bookmark: _Toc496867310] 5.1.5	Subscriber privacy 
Editor's Note: This subclause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.
UE shall support 5G-GUTI.
The SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).
The home network public key shall be stored on the tamper resistant secure hardware component. If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial attach procedure is not provided.
Editor's Note: Whether the ME will choose the "null-scheme" if the tamper resistant secure hardware component does not include the home network public key is FFS. For example, whether the ME will choose the "null-scheme" if the public key is not stored in the USIM. 
Editor's Note: It is FFS how the UE can connect to 5G network without concealing the SUPI. 
Editor's Note: Where the calculation of SUCI is done is FFS. 
The calculation of SUCI shall be done in ME.
Provisioning, and updating the home network public key shall be in the control of the home network. 
NOTE:	An example of the provisioning and updating of the home network public key is implemented using the Over the Air (OTA) mechanism. The provisioning and updating of the home network public key is out of the scope of the present document.
*** END OF CHANGES ***




 
