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Decision/action requested

To counter the potential attacks on secret leakage, this contribution proposes to use D-H procedure to enhance the session key in serving network. 
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Rationale
The secret key leakage issue has been studied by both GSMA and 3GPP. In TR 33.899, various attack scenarios have been studied, e.g. in key issue #2.2 and #3.1 of TR 33.899.  Several solutions have been proposed and evaluated, e.g. solution #2.1, #2.2, #2.6, #3.1 and #10.2 etc. A secret key might be leaked due to long term key leakage or disclosed during transmission between networks. 
With a leaked long term key or session key, either passive listening attacks or active attacks can be launched. However, the cost of launching passive listening attack is low since only a radio receiving unit and computation unit are required. Signal transmission is unnecessary. The captured data can be decrypted online or offline. Passive listening is almost undetectable. 
The Diffie-Hellman (D-H) procedure is a widely used public key cryptography technology that can provide forward secrecy for data communications. By occasionally integrating a D-H procedure into the authentication process between UE and SEAF, the UE and SEAF are able to establish a relatively long-lived key KDH which will remain unknown to a passive eavesdropper. It is then proposed to set the anchor key KSEAF to the combination of KASME* and KDH and so derive KAMF (and hence all other keys in the key hierarchy) in part from KDH. As a passive eavesdropper will not be able to derive any of these keys, the passive listening attack can be prevented even if long term keys are disclosed. This is in line with solution #3.1 of TR 33.899. 
One important concern with using the D-H procedure could be the delay incurred in the computation. However, the proposed solution herein requires the D-H procedure only very occasionally, potentially even less frequently than derivation of a new anchor key KSEAF. The D-H procedure will be required  only approximately as often as the UE needs to deploy SUPI encryption to the home network, also a public key operation. 
For future-proofing, the solution must allow the use of multiple cryptographic methods; but a concrete initial solution based on Elliptic Curve Diffie Hellman (ECDH) parameters is proposed. 
4
Detailed proposal
*************** Start of Change 1 ****************
6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12].
EAP-AKA' is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and has chosen EAP-AKA' as the authentication method, cf. subclause 6.1.2 of the present document. 

The authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:
1.
The UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then compute CK' and IK' as per the normative Annex A and replac CK and IK by CK' and IK'. The ARPF shall subsequently send this transformed authentication vector (RAND, AUTN, XRES, CK', IK') to the AUSF from which it received the Auth Info Req using an Authentication Information Response (Auth Info-Resp) message. 

NOTE:
The exchange of an Auth-Info-Req message and an Auth-Info-Resp message between the AUSF and the UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], subclause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. The "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> parameter is not defined in RFC 5448 [12], but rather in 3GPP specifications. For EPS, it is defined as "network access identity" in TS 24.302 [13], and for 5G, it is defined as "serving network name" in subclause 6.1.1.4 of the present document and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy.

Editor’s Note: It is FFS whether serving network name should be bound into the derivation of KAUSF as this may be used to derive keys for registrations on multiple serving networks. If there is a problem, it may be necessary to consider solutions like in S3-172458.
Editor's Note: The number of the stage 3 specification TS 24.yyy [xx] is FFS. 
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Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'

The AUSF and the UE shall then proceed as described in RFC 5448 [12] until the AUSF is ready to send the EAP-Success.
1.
The AUSF shall send the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message. 

2.
The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Auth-Req message. 

Editor’s Note:
The SEAF needs to understand that the authentication method used is an EAP method. How the SEAF learns about the type of authentication method based on the 5G-AIA message is specified by CT4.  
Editor’s Note:
It is FFS whether an optional Diffie Hellman public key APUB can be inserted into this exchange, as in step 6 of 6.1.3.2 below. This would presumably fall outside EAP-AKA' as currently standardized, so would require a variant EAP method. There may in any case be a need to standardize an EAP-5G-AKA. 
3.
The UE shall send the EAP-Response/AKA'-Challenge message to the SEAF in a NAS message Auth-Resp message.
Editor’s Note:
It is FFS whether an optional Diffie Hellman public key BPUB can be inserted into this exchange, as in step 7 of 6.1.3.2 below.
Editor’s Note:
An additional step needs to be included that specifies that the UE derives the keys and calculates the RES needs to be included.  
4.
The SEAF shall transparently forwards the EAP-Response/AKA'-Challenge message to the. 

5.
The AUSF shall verify the message, and if the AUSF has successfully verified this message it shall continue as follows, otherwise it shall return an error. 6.
The AUSF and the UE may exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages via the SEAF. The SEAF shall transparently forward these messages. 

Editor's note: the condition needs to be clarified.
7.
The AUSF uses the first 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in Annex A.X. The AUSF shall send an EAP Success message to the SEAF, which shall forward it transparently to the UE. The EAP Success message shall be contained in a message over N12 that also contains the KSEAF. If the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), then the AUSF shall also include the SUPI in the N12 message.  

Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps such as acquiring SUPI from the UE are required. 

The key received in the N12 message shall become the anchor key, KSEAF in the sense of the key hierarchy in subclause 6.2 of the present document. On receiving the EAP-Success message, the UE calculates KAUSF and KSEAF in the same way as the AUSF.

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in subclause 6.1.4 of the present document. 

If the EAP-Response/AKA'-Challenge message is not successfully verified, the subsequent AUSF behaviour is determined according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

Editor's Note: Steps in figure should be numbered.

6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA, as defined in TS 33.401 [10], by providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with reasonable probability. 

5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and chosen 5G AKA as the authentication method, cf. subclause 6.1.2 of the present document. 

It is recommended that the SEAF fetch only one authentication vector at a time as the need to perform authentication runs has been reduced in 5G through the use of the anchor key KSEAF concept. By following this recommendation, re-synchronisation procedures can be minimized. However, retrieving more than one authentication vector can be useful when there is a risk of temporary unavailability of the interconnection network between visited and home network.
In 5G AKA there are two authentication vectors, namely the following:

-
5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KASME*.

-
5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. The 5G AV has the following fields: RAND, AUTN, HXRES*, and KASME*. The difference between the 5G HE AV and the 5G AV is that the XRES* in the 5G HE AV is replaced  by the HXRES* in the 5G AV.

The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:

1.
For each 5G authentication vector that is requested, the UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then derive KASME* from CK, IK, SQN ( AK, and the serving network name as per the Normative Annex A, and XRES* as per the normative Annex A from CK, IK, XRES, RAND, and the serving network name. And finally, the UDM/ARPF shall generate a 5G HE AV consisting of RAND, AUTN, XRES*, and KASME*.
2.
The UDM/ARPF shall then return the requested number of  5G HE AVs to the AUSF in an authentication information response (Auth Info-Resp). 

3.
The AUSF shall store the XRES* temporarily until a protocol timer expires. 

Editor's Note: The protocol timer value is to be defined by CT4. 

4.
The AUSF shall then generate the 5G AV from the 5G HE AV by HXRES* from XRES* by computing the HXRES* according to Normative Annex A.#5 replacing the XRES* with the HXRES* in each 5G HE AV:

Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA

5.
The AUSF shall then return one or more 5GAV (RAND, AUTN, HXRES*, KASME*) to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). In case the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), then the AUSF shall also include the SUPI in 5G-AIA. The AUSF shall further include an expiry time after which the the SEAF shall not use the authentciation vector for an authentication run.


Editor's Note: It needs to be configured that the serving network has time to run authentication.
Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps, such as acquiring SUPI from the UE, are required.

Editor's Note: It is FFS how the 5G-AIA is used to tell the SEAF that a confirmation message is required.

If the AUSF binds subsequent procedures to authentication confirmation, then the AUSF shall send only one authentication vector AV* to the SEAF at a time. 
NOTE:
When an Authentication Confirmation binds subsequent procedures to authentication confirmation, the home operator typically wants to get assurance that the authentication has been recent. The use of a stored authentication vector sent to the visited network quite some time ago cannot provide such assurance. 

6.
The SEAF shall verify that the expiry time specified by the AUSF has not yet expired. In case the timer has not yet expired, the SEAF shall send RAND, AUTN to the UE, as described for EPS AKA in TS 33.401 [10], in a NAS message Auth-Req. 
If the SEAF does not have a Diffie Hellman shared secret (KDH) with the UE, but chooses to establish one, or chooses to expire and refresh an existing KDH, then the SEAF shall generate fresh Diffie Hellman parameters (APRIV, APUB) and transmit APUB to the UE together with a one octet algorithm identifier.  

The most significant 4 bits of the algorithm identifier shall all be zeroes for Elliptic Curve Diffie Hellman. Other values are reserved for future usage. If the most significant 4 bits are zeroes, the least significant 4 bits shall be coded with the following values: 0 for NIST P-384, 1 for brainpool384, 2 for M-383, 3 for Curve41417, 4 for NIST P-256, 5 for brainpool256, 6 for Curve25519. Other values are reserved for future usage. 
7. The USIM shall verify AUTN and if valid, return RES, CK, IK to the ME, as described for EPS AKA in TS 33.401 [10]. The ME then shall compute RES* from RES according to Normative Annex A.#4 and the UE shall return RES* to the SEAF in a NAS message Auth-Resp.
If the SEAF supplied an APUB at step 6 and the UE supports the associated algorithm, the UE shall generate fresh corresponding parameters (BPRIV, BPUB) and shall transmit BPUB to the SEAF, The UE shall compute the corresponding Diffie Hellman shared secret KDH and store it in association with the KASME*. If the UE does not support the associated algorithm, the UE shall respond with a warning message and a list of supported algorithms. If the SEAF did not supply an APUB at step 6 but the UE supports DH exchange, and the UE has no existing KDH value shared with the SEAF (either because none was ever established, or a previously established value has been lost), the UE shall again respond with a warning message and a list of supported algorithms. The SEAF shall record this information for future exchanges. 
NOTE: There is no need to protect against bidding down attacks here, since the DH exchange only helps protect against passive eavesdropping. 
8.
The SEAF shall then compute HRES* from RES* according to Normative Annex A, and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful. If not, the SEAF shall reject the authentication. 
If the authentication was successful, the key KASME* received in AV* shall become part of the anchor key KSEAF in the sense of the key hierarchy in subclause 6.2 of the present document. If the UE supplied a BPUB to the SEAF at step 7, then the SEAF shall compute the corresponding Diffie Hellman shared secret KDH and store it in association with the KASME*. If the UE responded with a warning message at step 7, the SEAF can choose to retry authentication, or to continue without a KDH value. Otherwise, if the SEAF did not transmit an APUB to the UE at step 6 then the SEAF shall retain the existing KDH value if there is one.
The KSEAF shall be constructed as KDH || KASME* or as KASME* if there is no KDH value. 
Editor’s Note:
It is FFS whether the KSEAF can be variable length, or whether zero padding should be applied to convert it to a fixed length. 
If the authentication was successful, the SEAF shall send RES*, as received from the UE, in a 5G Authentication Confirmation (5G-AC) message (containing the subscriber identifier and the serving network name) to the AUSF. For cases in which SEAF and AUSF belong to the same operator, the 5G-AC message may be skipped. This can be achieved through configuration.
When the 5G-AC message was received in response to an 5G-AIA and was received before the protocol timer above has expired, the AUSF shall compare the received RES* with the stored XRES*. If they coincide, the AUSF shall consider the confirmation message as successfully verified.

The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in subclause 6.1.4 of the present document. 

If the confirmation message is not successfully verified, the AUSF shall act according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. It is FFS whether the AUSF sends a Cancel Location message, with suitable cause values, if the subscriber had already been registered and either the timer was up or the received RES* was incorrect. 

Editor's Note: It is FFS how this authentication method can leave a key at the AUSF after authentication. 

Editor's Note: It is FFS whether the RES* could optionally be computed on the USIM.
*************** End of Change 1 ****************
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