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1
Decision/action requested

This document proposes to modify security requirements for service based architecture in TS 33.501.
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Rationale

As it shows in TS 23.501 clause 4.2.1, network functions within the 5GC Control Plane shall only use service-based interfaces for their interactions [1]. In addition, SA3#88bis meeting have endorsed several security goals for further work on SBA [2]. Some security requirements have been introduced in TS33.501 [3]. However, these requirements do not cover the entire contents of the SBA, such as service registration and discovery aspects. Therefore, the requirements need to be clarified.
4
Detailed proposal

***********************Start of the first change************************
5.7.3.2
Security Requirements for service registration, discovery and authorization

Editor’s Note: This content addresses needs to be studied the security requirements for service registration, discovery and authorization

To prevent malicious data leaks, modifications, and other attacks, NFs should transfer information using secured communications.



Confidentiality, integrity and authenticity protection of data on service based interface should be supported.  In detail, NFs should authenticate each other. Then the origin, the integrity and the confidentiality of messages interacted between any two NFs should be ensured if needed. 

In addition, service discovery and service access in SBA should be authorized to prevent service abuse. As described in 7.1.4 of TS 23.501, then granularity of service discovery authorization should be per NF based, and the granularity of service access authorization should be per service based.
The NFs shall negotiate the security parameters for confidentiality and integrity protection of communication between them.  Appropriate mechanisms should be used for key management.

Hiding the topology of the available supported NF’s in one administrative/trust domain from other domains (e.g., between NFs in visited and the home networks.) should be supported, for instance, deploying security proxy at the network edges.
***********************End of the first change*************************
