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1
Decision/action requested

It is requested to approve the change proposed in section 4 of this pCR.
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3
Rationale

An Editor’s Note is left in solution #8 for eRelay Discovery.
Editor’s note: Whether the existing Match Report message or a new message for MIC checking is ffs. 
This Editor’s Note is related to a scenario that an eRemote UE is in network coverage, but not pre-configured with discovery security parameters, the eRemote UE can discover the eRelay UE by mode A eRelay Open Discovery. In eRelay Open Discovery, the announcing message from the eRelay UE is integrity protected. In this case when the eRemote UE is not pre-configured with security keys, it shall send a Match Report to the network (e.g. Prose Function) to check the MIC in announcing message.
The Match Report message has already been defined in [1], and no security enhancement for this message is needed. So it is proposed to delete this Editor’s Note.
4
Detailed proposal

*************** Start of Change ****************
6.8.2
Solution details  
6.8.2.1  eRelay Open Discovery

The configuration of security material for protection of eRelay Open Discovery message is the same as the flow shown in TS 33.303[6] Figure 6.6.4.1.

Editor’s note: The Relay Service Code could also represent a particular eRelay UE. This will further be defined in SA2.

The eRelay UE and the eRemote UE will use the configured security parameters for protection of eRelay Open Discovery message according to the subclause 6.6.7 of TS 33.303[6], in which:

-
the eRelay UE and the eRemote UE only calculates DUIK from PSDK without calculating DUCK or DUSK, and then follows the subclause 6.1.3.4.3.2 and 6.1.3.4.3.3 in TS 33.303[6]. 

If the eRemote UE is configured with the security material for a specific eRelay Service or a particular eRelay UE as above, the eRemote UE can check MIC by itself. 

For the case that the eRemote UE doesn’t know who will be discovered, the eRemote is not configured with security material, model B of eRelay Open Discovery can’t be supported. However in this case when performing model A of eRelay Open Discovery, the eRemote UE sends a Match Report for MIC checking.

 
*************** END of Change ****************
