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1
Decision/action requested

We propose that SIDF is located at UDM in subclause 6.1.2 of TS 33.501
2
References

[x]
3GPP TS 33.501 v0.4.0, Security Architecture and Procedures for 5G
3
Rationale

SIDF location is not specified yet, and it is suggested to be collocated with AUSF or UDM as an example in Editor’s Note in subclause 6.1.2 of TS 33.501 [x]. In this contribution, we propose to collocate SIDF with UDM, or its functionality is provided UDM, with the following reasoning:

· The foremost reason is that SIDF is only entity to access Home network private key, whether direct access to the key or access of APIs to use the key. Home network public key is no less critical to security of 3GPP system than master keys for UE authentication (K in EPS/LTE) in ARPF/UDM. Therefore, Home network public key needs to remain in deeper in system of operators, just like master keys for UE authentication. Presently, the only candidate seems to be UDM.
· There was a contribution which addressed the concern about of denial of service attack in case that UDM was selected as the location of SIDF. The processing load of SIDF could be concentrated to the central function, and DoS will have impact on both UDM and AUSF. This is all true as any other DoS cases, but this should be handled differently, for example, throttling and load balancing of SUCI de-concealment request, as usual. Although AUSF deployment might have more flexibility than UDM, this flexibility should be limited if SIDF is collocated with UDM, whereas SIDF (collocated with UDM) in data centre could be made reasonably efficient, with the aforementioned techniques.

· This is rather minor and even irrelevant, but subscription/subscriber related data might be subject to privacy regulation (e.g. GDPR). In that case, it would be better if subscription related data and its processing (i.e. subscription identifier processing) remain in the one logical entity as much as possible, rather than distributed over different functions/logical entities. It is true that SUPIs already stay in AMF for a while, but still, it might be worth of trying to minimize the distribution of subscription related data, if it is possible, since such a regulation in general assess if there was best/enough effort for the protection.
With this in mind, we propose the change of the figure and Editor’s Note in subclause 6.1.2 of TS 33.501 [x]. Additionally, we propose to remove the last Editor’s Note (and revise the relevant text accordingly) in the same subclause, because SA2 made a decision to take ‘NAS-over-EAP-5G’ for untrusted Non-3GPP access.
4
Detailed proposal

We propose to include the following change in subclause 6.1.2 of TS 33.501 [x].
*** Change Proposal ***

6.1.2
Initiation of authentication and selection of authentication method
The initiation of the primary authentication is shown in Figure 6.1.2-1.  
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Figure 6.1.2-1: Initiation of authentication procedure and selection of authentication method
The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. 

The SEAF shall send an Authentication Initiation Request (5G-AIR) message to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR message if it has an authentication vector for 5G AKA available and wishes to initiate an authentication with the UE over 3GPP access. 

NOTE 1:
In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR message shall contain either:

-
a SUbscription Concealed Identifier (SUCI); or

-
a UE's SUbscriber Permanent Identifier (SUPI), as defined in TS 23.501 [2].
The SEAF shall include the SUPI in the 5G-AIR message in case the SEAF has a valid 5G-GUTI, and re-authenticates the UE.
Editor's Note: It is FFS how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 

The 5G-AIR shall furthermore contain:

-
an indication of whether the authentication is meant for 3GPP access or non-3GPP access; and

-
the serving network name, as defined in subclause 6.1.1.4 of the present document.


Upon receiving the 5G-AIR message, the AUSF shall determine the SUPI of the subscriber if SUPI is included in the message. Otherwise, SIDF at UDM will de-conceal SUCI into SUPI, and provide it to AUSF later.

NOTE 2:
The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

The AUSF shall furthermore:

-
check that the requesting SEAF in the serving network is entitled to use the serving network name in the 5G-AIR;

-
send an Authentication Information Request (Auth Info-Req) to the UDM/ARPF including the following information:

-
The serving network name;

-
An indication of whether the authentication is meant for 3GPP access or non-3GPP access;

-
The number of AVs requested, in case the AUSF is configured to run 5G-AKA;
-
SUCI, in case the receivied 5G-AIR has SUCI as a subscription identifier.
Upon reception of the Auth Info-Req, the UDM/ARPF shall choose the authentication method based on the subscription data, and the access network type. If the access type is 3GPP access or non-3GPP access, the ARPF may choose EAP-AKA' (subclause 6.1.3.1) or 5G AKA (subclause 6.1.3.2).

*** End of Change Proposal ***
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