3GPP TSG SA WG3 (Security) Meeting #89
S3-173210
27 November - 1 December 2017; Reno USA 
Source:
Intel Corporation
Title:
Security requirements for SBA Registration 
Document for:
Approval

Agenda Item:
7.2.13
1
Decision/action requested

It is requested to approve this TDoC for TR.
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Rationale

4
Detailed proposal
4.2. X Key Issue #x: Security Requirements for NF registration with NRF.
4.2. X.1 Key issue detail
A Control Plane Network function (NF) within the 5G Core network may expose its capabilities as services via its service-based interface, which can be re-used by other Control Plane CN NFs. The NF register function allows NF to send NF profile to NRF. The NF repository function (NRF) maintains the NF profile of available NF instances and their supported services.
4.2. X.2 Security threats
When registration request response is not protected, a fake NF can successfully register with NRF.  Furthermore MITM attack can also intercept and modify the registration request sent by the real NF. This can lead to NRF providing list of rouge NFs during discovery response. This can in turn cause NFs to connect to fake producer NFs. 
Registration response can be faked by MITM to trick the NF that its registration was successful. This leads NF to assume that its services have been successfully registered by NRF. 
4.2. X.3 Potential security requirements

Registration request and response shall be integrity protected with replay attack protection.

Registration request may be confidentially protected. 
