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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
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3
Rationale

This contribution adds the context of subclause 8.2.1.2.1. The changes proposed in subclause 8.2.1.2.1 is mainly from TS 33.401 with modification to adapt to 5G.
4
Detailed proposal

*************** Start of Change 1 ****************
8.2.1.2.1
Transition from CM-IDLE to CM-CONNECTED

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.6.1, which is about key handling at state transition from CM-IDLE to CM-CONNECTED. 

The UE sends an initial NAS message to initiate transition from CM-IDLE to CM-CONNECTED state. On transitions to CM-CONNECTED, the AMF should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 

When cryptographic protection for radio bearers is established RRC protection keys and UP protection keys shall be generated as described in subclause 8.1.1.1 while KAMF is assumed to be already available in the AMF. 

The initial NAS message shall be integrity protected by the current 5G NAS security context if such exists. If no current 5G NAS security context exists the ME shall signal "no key available" in the initial NAS message. 

KAMF may have been established in the AMF as a result of an AKA run, or as a result of a security context transfer from another AMF during handover or idle mode mobility. When the gNB releases the RRC connection the UE and the gNB shall delete the keys they store such that state in the network for CM-IDLE state UEs will only be maintained in the AMF.  

*************** End of Change 1 ****************
