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Rationale

RAN2 discussed introducing Early Data Transmission (EDT) feature for Rel-15 eMTC and NB-IoT, and made the following agreements in RAN2#99. 

	RAN2#99 Agreements:

- We intend to support early UL data transmission in Msg3 for control plane and user plane CIoT EPS optimisation.

- We intend to support early DL data transmission in Msg4 for control plane and user plane CIoT EPS optimisation.

- Early data transmission feature is considered when AS security was not established for only transmitting data using CP.

- Early data transmission feature is considered when AS security was established for transmitting data using CP and/or UP.


RAN2 further discussed the details on the EDT feature and made following agreements in RAN2#99bis. 

	RAN2#99bis Agreements:

- The intention to use EDT is for data, i.e. not for NAS signalling.

- RAN2 assumes that S-TMSI for CP, and resumeID and shortResumeMAC-I for UP solutions are sufficient to identify UE at the MME and eNB respectively. 

- For CP solution, NAS PDU for data is encapsulated in the RRC message sent in Msg3 and transmitted as CCCH SDU.

- For CP solution, NAS PDU data in the DL can be optionally encapsulated in the RRC message sent in Msg4 and transmitted as CCCH SDU.

- For UP solution, SRB0 is used to transmit the RRC message in Msg3.

- For UP solution, AS security is resumed before transmitting Msg3, and data transmitted in Msg3 is protected by AS security.

- For UP solution, DL data can be optionally multiplexed in MAC, i.e. DCCH (RRC message(s)) and DTCH (UP data) in Msg4.

- Msg4 decides whether the UE goes to RRC connected mode or RRC idle mode. The content of Msg4 for EDT is FFS.

- It is FFS if there is a need to introduce an authorization mechanism.

- FFS: For UP solution: case for pinned connection, i.e. CCCH (RRCConnectionResumeReq) + DCCH (NAS PDU via pinned connection)


RAN2 group has sent a LS S3-XXXx asking SA3 opinion about NAS Security assumption for DL transmission in MSG4 and UL transmission in Msg3. The questions asked are as follows

“RAN2 would like to kindly ask the following questions to SA3: 

2. Is there any security issue on using NAS security for UL data transmission in Msg3 for control plane CIoT EPS optimisation?

3. Is there any security issue on using NAS security for DL data transmission in Msg4 for control plane CIoT EPS optimisation?

4. Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for UL data transmission in Msg3 for user plane CIoT EPS optimisation?

5. Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for DL data transmission in Msg4 for user plane CIoT EPS optimisation?

6. RAN2 assumes that there are no security related concerns in transmitting UL data in Msg3 for user plane CIoT EPS optimisation. Please confirm this assumption.”

This contribution aims to discuss the questions in details with our observations with existing suspend-resume process. We answer these questions and provide a solution proposal for suspend-resume behaviour.
Discussion
RAN2 intends to support early UL and DL data transmission in MSG3 and Msg4 respectively for control plane and user plane CIoT EPS optimization.  RAN2 is proposing two approaches 

1. CP Solution where Data is sent encapsulated inside NAS PDUS in MSG3, MSG4 using NAS security.

2. UP Solution where Data is sent as part of MSG3, MSG4 using AS security.
In the following, it is analysed whether there is any security issue for UL data transmission in Msg3 and DL data transmission in Msg4 for both CP and UP solution.

1) CP Solution – Using NAS Security to protect UL and DL Data in MSG3 and MSG4 respectively
In CP solution, UL and DL data are encapsulated in NAS PDU are protected by NAS security.  The UL data in Msg3 can be provided as a field in RRC Connection Request if UE is in Idle mode or as a field in ULInformationTransfer which is multiplexed with RRC Resume Request if UE is in Idle mode but in suspended state. The DL data in Msg4 can be provided as a field in a RRC message (the RRC message is yet to be decided by RAN2). The following shows a generic message sequence chart of the CP CIoT EPS Optimisation data transmission in Msg3 and Msg4: 
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Figure 1:  Using NAS Security for UL and DL data in MSG3 and MSG4 Respectively.

Figure 1 shows the details of the CP CIoT EPS optimization for data transmission in MSG3, MSG4.  

For Uplink, NAS Protected UL data is sent to eNB over MSG3. eNB sends NAS protected UL data to MME which decrypts the Data and sends it S-GW.

For Downlink, S-GW sends DL data to MME. MME protects DL data using NAS security and sends it to eNB over S1-AP interface.  eNB forwards the NAS protected DL data to UE over MSG4. 

Observation 1: NAS protected UL and DL can piggybacked over MSG3 and MSG4 respectively.  However, the data has to flow to S-GW through MME.  
Observation 2:  S1-AP needs to support carrying NAS protected UL and DL data. 
2) UP Solution – using AS security to protect UL and DL data in MSG3 and MSG4 respectively 
At the transition from RRC_IDLE to RRC_CONNECTED, previously stored information (e.g., AS security context) in the UE as well as in the eNodeB is utilized to resume the RRC connection. The UE decides to resume the RRC connection by sending the Resume ID in an RRC Connection Resume Request message (MSG3) to the eNB, and the eNB replies with RRC Connection Resume message (MSG4). 
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Figure 2: UP CIoT EPS optimization for data transmission in MSG3 and MSG4.
Figure 2 shows details UP CIoT solution for data transmission. 
For uplink, UL data is protected using AS security (Confidentiality and/or integrity) and sent in MSG3/Resume-Request to eNB.  Upon receiving the MSG3 (including Resume-Request + UL Data), eNB verifies the ShorResumeMAC-I for Resume-Request.  And it it is verified, eNB decrypts the UL data and forwards it to S-GW.
When the UE sends the RRC Connection Resume Request, it provides the ShortResumeMAC-I to the eNB to allow the eNB to authenticate the UE. This ShortResumeMAC-I is calculated with the following inputs: source C-RNTI, source PCI, resume constant and target Cell-ID and using the stored KRRCint used with the source eNB where the UE was suspended.

As for the UL data in Msg3, there are two options for protecting UL data:  

Option a – Use NCC from the cell where connection was suspended to derive AS security keys (i.e., KRRCInt and KRRCEnc)  for protecting UL Data.  

Option b: Use New NCC provided in the previous connection (e.g., during suspend message) to derive AS security keys (i.e., KRRCInt and KRRCEnc) for protecting UL Data.  

Option (a) follows the legacy behaviour where UE continues to use the NCC from the previous connection for ShortResumeMAC-I. This is just extended to using it also for UL data during Msg3. For Option (b), it will be deviating from the legacy behaviour where the UE has to store a new NCC received from the previous connection, where currently the new NCC is provided as part of Msg4.
Observation 3: Option (a) is in line with security of legacy UE procedure for Resume-Request over MSG3.   This will minimize the impact on UE implementation. 
Observation 4: Option (b) impact behaviour of legacy as UE needs to receive a new NCC during Suspend procedure or before.  

Proposal 1: For Msg3, Use option (a) since it follows the legacy UE behaviour as much as possible for the resumption procedure.  And it minimizes complexity on the network side.  

For downlink, DL data is protected using AS security (Confidentiality and/or integrity) and piggybacked in MSG4/Resume-Complete.  There are two options for protecting DL data in MSG4:
Option (c) – Use NCC from the cell where connection was suspended to derive AS security keys (i.e., KRRCInt and KRRCEnc) for protecting DL Data.  

Option (d): Use New NCC provided in MSG4 to derive AS security keys (i.e., KRRCInt and KRRCEnc) for protecting DL Data.  

Option (d) is aligned with the legacy RRC Connection Resume procedure where Msg4 (RRC Resume message) carries new NCC. Hence this should be kept for EDT.
Observation 5: Option (d) is aligned with the legacy RRC Connection Resume procedure where Msg4 (RRC Resume message) carries new NCC.
Proposal 2: For Msg4, Use option (d) since New NCC is already made available to UE in MSG4, it can be used to derive AS security keys without causing any implementation complexity on UE and network side.  
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Conclusion
SA3 does not see any security issues with sending UL and DL data encapsulated in NAS PDU protected by NAS security (between UE and MME) in MSG3 and MSG4 respectively.  
SA3 does not see any security issues with sending user plane uplink and downlink data protected by AS security (between UE and eNB) in MSG3/Resume-Request and MSG4/Resume-Complete respectively.  However, SA3 recommends to use NCC from the cell where connection was suspended (i.e., same NCC used for calculation of ShortMAC-I for MSG3/Resume-Request) to derive AS security keys (i.e., KRRCInt and KRRCEnc) for protecting UL Data.  This is because to minimize the impact on legacy UE behaviour and complexity on the network side for resume procedure as much as possible.  For DL data, since New NCC is already made available to UE in MSG4, the new NCC can be used to derive AS security keys without causing any implementation complexity on UE and the network side.  
