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Attachments:
1. Overall Description:
SA3 would like to thank RAN2 for the LS on Early Data Transmission (R2-1711978 / S3-173019). SA3 would like to provide a response to the following questions from RAN2.

 “

1) Is there any security issue on using NAS security for UL data transmission in Msg3 for control plane CIoT EPS optimisation?

2) Is there any security issue on using NAS security for DL data transmission in Msg4 for control plane CIoT EPS optimisation?

3) Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for UL data transmission in Msg3 for user plane CIoT EPS optimisation?

4) Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for DL data transmission in Msg4 for user plane CIoT EPS optimisation?

5) RAN2 assumes that there are no security related concerns in transmitting UL data in Msg3 for user plane CIoT EPS optimisation. Please confirm this assumption.

 “
SA3 Response Questions 1 & 2

· SA3 does not see any security issues with sending UL and DL data encapsulated in NAS PDU protected by NAS security (between UE and MME) in MSG3 and MSG4 respectively. 
SA3 Response Questions 3
· SA3 does not see any security issues with sending user plane uplink data protected by AS security (between UE and eNB) in MSG3/Resume-Request.  However, SA3 recommends to use NCC from the cell where connection was suspended (i.e., same NCC used for calculation of ShortMAC-I for MSG3/Resume-Request) to derive AS security keys (i.e., KRRCInt and KRRCEnc) for protecting UL Data.  This is because to minimize the impact on legacy UE behaviour and complexity on the network side for resume procedure as much as possible.  
SA3 Response Questions 4
· SA3 does not see any security issues with sending user plane downlink data protected by AS security (between UE and eNB) in MSG4/Resume-Complete.  However, SA3 recommends to use the new NCC provided in MSG4 for protecting the DL data since the new NCC is already provided in MSG4.   The new NCC can be used to derive AS security keys without causing any implementation complexity on UE and the network side.
SA3 Response Questions 5
· SA3 confirms that there is not security related concerns in transmitting UL data in Msg3 for user plane CIoT EPS optimization.  
2. Actions: 
To SA2/RAN2/CT1: SA3 respectfully asks SA2/RAN2/CT1 to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:
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