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1
Decision/action requested

This document proposes to add a Key Issue to the living document for SBA security.
2
References

[1]
S3-172540, Living Document: Security of Service Based Architecture of 5G phase 1.
[2]
3GPP TS 23.501 v1.4.0 
System Architecture for the 5G System.
[3]
S3-172533, Security Considerations for Service Based Architecture in 5G.
3
Rationale

Service authorization has been an important issue for SBA security. A living document [1] has been created in SA3 to accommodate the key issues and solutions for SBA security. Therefore, this contribution proposes to add the service authorization aspect as a key issue. 
4
Detailed proposal
4.2.x Key Issue #y: Authorization 
4.2.x.1 Key issue detail
TS 23.501[2] stated that “network functions within the 5GC Control Plane shall only use service-based interfaces for their interactions”. Most procedures between core NFs have become service based. In SBA, a service could be accessed by any other NFs with service based interface. This introduces a risk of service abuse if its invocation is not access controlled. SA2 has paid much attention to this and TS 23.501 [2] requires that “The Service authorization may entail two steps: (1) Check whether the NF Service Consumer is permitted to discover the requested NF Service Producer instance during the NF service discovery procedure. (2) Check whether the NF Service Consumer is permitted to access the requested NF Service Producer for consuming the NF service. ”
SA3 has also endorsed that authorization should consider the network edge, each NF, and the NRF [3]. 
Authorization in SBA is relatively complex because the service access between NFs is very frequent and services would be invoked across different network domains. To provide an effect and efficient method against service abuse, the following key issues should be taken into account:
· What is the granularity of authorization? Candidates include service based, NF based, NF type based.
· Since three authorization methods will be considered, i.e. the network edge, each NF, and NRF, the applicable scenarios of each method should be specified. 
· Solutions and procedures of each authorization should be specified.
· For each authorization method, where are the authorization rules determining whether to allow service access from and stored? Does NF profile include its authorization rules?
4.2.x.2 Security threats
In service based networks, NF services would be abused if NF service discovery and access are not access controlled. For example, the service Nudm_SubscriberDataManagement_Get provided by UDM should only be accessed by certain NFs like AMF and SMF to get UE’s subscriber data. Without access control, Nudm_SubscriberDataManagement_Get would be invoked by any NF, which leads to data leakage and privacy violation. 
4.2.x.3 Potential security requirements

TBA.
