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1
Decision/action requested

It is kindly to request SA3 to endorse the proposals of this discussion paper.
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3   Discussion
3.1 The disadvantages of DN authentication/authorization via UPF during PDU session establishment
Currently, SMF may initiate a secondary authentication/authorization for user plane protection between UE and DN via a UPF during PDU session establishment procedure. However, there may be some disadvantages for the UP (User Plane) solution via UPF:
1. For user plane solution, the UPF is selected before the secondary authentication/authorization takes place which means that the user plane needs to be established between SMF and UPF before the secondary authentication/authorization completion.
2. The UPF needs to identify the EAP message and the address of the target, and obviously, it will cause more complexity on UPF. Moreover, if authentication/authorization fails, then it leads to unnecessary cost of network resource. 
3. Regarding to the backward compatibility, in 4G, if required, usually the PCRF or SCEF is used to contact external Application Servers, and PGW just acts as an internal entity to manage and execute the session policy. Similarly, 5G may also use the PCF or NEF as the entry point between the internal NW domain and external domain.
3.2 Discussion on DN authentication/authorization via NEF during PDU session establishment

According to TS23.501 [2] clause 5.20 and 7.4 or 7.3, 5G Core Network and Application Function provide information to each other via NEF. In other words, the NEF can provide the services between 5GC and External Data Network as described in clause 7.2.8 in TS 23.501 [2] and TS 23.502 [3].
Table 7.2.8-1: NF Services provided by NEF
	Service Name
	Description
	Reference in TS 23.502
	Example Consumer

	Nnef_EventExposure
	Provides support for event exposure
	
	External application /Internal NFs


There are some advantages for the DN authencation/authorization via the NEF:
1. There is no need to establish the user plane between the SMF and UPF before the secondary authentication is finished and all the authentication/authorization can be performed via signalling messages if the secondary authentication procedure is implemented via NEF.

2. In clause 6.2.5, TS 23.501, the definition of Network Exposure Function (NEF) is as follows:

It provides a means to securely expose the services and capabilities provided by 3GPP network functions for e.g 3rd party, internal exposure/re-exposure, Application Functions, Edge Computing as described in clause 5.13. In addition, it provides a means for the Application Functions to securely provide information to 3GPP network, e.g. Mobility Pattern, communication pattern. In that case the NEF may authenticate, authorize and throttle the Application Functions.
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Figure 4.2.3-1: 5G System architecture
NEF is responsible for the authentication and authorization for the service related to DN while UPF is only the user plane gateway, and there is no procedures or protocols for authentication/authorization defined for UPF. From security perspective, using NEF is more reasonable than using UPF for secondary authentication. 
3. The DN-AAA can be seen as an AF which may not be located in the same location as the application, e.g. the Application is in MEC platform while the AAA is a server external to the MEC platform. If the PDU session authentication/authorization is performed via UPF, it requires to implement a DN-AAA in each MEC, while authentication/authorization via NEF allows the DN-AAA to be located separately. Then, using UPF to transfer the EAP messages will make this procedure more complicated. 

Therefore, it’s more reasonable to extend the DN authentication/authorization mechanism to allow DN authentication/authorization to be carried out via the NEF in some cases based on local configuration or policy.
Proposal1: The SMF may use the NEF for DN authentication/authorization according to DN policy, local configuration, and/or the application identifier provided by the UE considering the impact to the AF.
Proposal2: The DN authentication/authorization function may authenticate/authorize the PDU session establishment and return the authentication/authorization result to the SMF via the NEF.
3.3 Secondary authentication via NEF
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The only difference between the figure above and the figure 12.1.2-1 in TS 33.501[1] is that the UPF is replaced by NEF.
4
Detailed proposal

We kindly request SA3 to take following proposals into consideration for secondary authentication.
Proposal1: The SMF may use the NEF for DN authentication/authorization according to DN policy, local configuration, and/or the application identifier provided by the UE considering the impact to the AF.
Proposal2: The DN authentication/authorization function may authenticate/authorize the PDU session establishment and return the authentication/authorization result to the SMF via the NEF.
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