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1
Decision/action requested

SA3 is kindly requested to approve the proposal pCR as in section 4 into TS 33.501 v0.4.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TS 33.501 v0.4.0, Security Architecture and Procedures for 5G System
[2]
3GPP TR 33.899 v1.3.0, Study on the security aspects of the next generation system

[2]
SA3-LI “LS on IMSI availability in the VPLMN”, SA3-171063, SA3#87
3
Rationale

During SA3#88 meeting, two solutions were presented to meet LI requirements while providing SUPI privacy. Both solutions were noted and the consensus during the discussion was to use the same concept that is documented in the TR 33.899 [3] by utilizing NAS SMC message to deliver the SUPI to the AMF while being encrypted using NAS encryption.

Thus in order to meet LI requirements and during initial registration, the home network, i.e., AUSF will send the SUPI to the SEAF during authentication in the 5G-AIR message. In addition, the UE will send SUPI to the AMF in the NAS Security Mode Complete while being protected with NAS encryption.
On the other hand, the serving network may not have the NAS encryption enabled or for local regulations, NAS encryption is not allowed. In this case, although, the UE sent the SUCI in the initial registration but yet the UE will be forced to send the SUPI in the NAS SMC on the clear. This fundamentally violates the subscriber privacy which in general a relationship between the subscriber and its home network.

In order to provide subscriber privacy in the case when the serving network does not have NAS encryption enabled or local regulation does not allow NAS encryption, the following options can be used to meets the local regulations, LI requirements, and the subscriber privacy:

OPTION 1:

If NAS encryption is not enabled, the UE shall derive a KSUPIcon (SUPI Concealment) key based on KAMF to be used for selectively concealing the SUPI being sent in the NAS SMC message. The UE shall only send the concealed SUPI using KSUPIcon symmetric key (Consealed SUPI, C-SUPI) in the NAS SMC message which is part of an initial registration procedure in which the UE has already sent SUCI in the respective initial registration message.
OPTION 2:

If NAS encryption is not enabled, the UE shall derive a KSUPIcon key based on KAMF to be used as an input with the SUPI to a Hash function. The Hash function output is called (Consealed SUPI, C-SUPI). The UE shall only send the Consealed SUPI, C-SUPI, in the NAS SMC message which is part of an initial registration procedure in which the UE has already sent SUCI in the respective initial registration message.
4
Detailed proposal

*************** Start of Change 1 ****************
………………
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Editor's Note: The definitions needs to follow the 3GPP drafting rules.
………………

UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
Concealed SUPI: The concealed subscription long term identifier including MSIN, MCC, and MNC. 

NOTE 3: Concealement mechanism is as described in clause 6.8.x
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
6.8
Subscription identifier privacy

Editor's Note: The content of this subclause depends on the decisions on security area #7 in TR 33.899. 

6.8.1
Subscription permanent identifier 

Editor's Note: Most of the content of the present subclause is related to the SUCI. This conflicts with the title of the subclause (that refers to SUPI). 

In the 5G system, the globally unique 5G subscription permanent identifier is called SUPI as defined in 3GPP TS 23.501 [2]. The SUCI is a privacy preserving identifier containing the concealed SUPI. 
The UE shall send the SUPI in the NAS Security Mode Complete message when the following conditions are met:
· NAS Security Mode Complete message is part of an initial registration procedure where the initial registration message contained the subscription one time identifier SUCI, and
· NAS encryption is enabled and the NAS encryption algorithm is other than NEA0.
If NAS encryption is not enabled or NAS encryption is enabled but with NAS encryption algorithm NEA0, then the UE shall not include SUPI in the NAS Security Mode Complete mentioned above. Instead, the UE shall follow the procedure in clause 6.8.x to generate Concealed SUPI (C-SUPI) and then the UE shall send C-SUPI in NAS Security Mode Complete message.
The UE shall include a SUCI only to the following 5G NAS messages:

-
If the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message; 

Editor's Note: It is FFS if the UE is allowed to send the SUCI in the Identifier Response message in response to an Identifier Request message from the network. 

The UE shall never generate a SUCI using "null-scheme" with the following exceptions:

-
If the UE is making an emergency call, and it does not have a 5G-GUTI to the chosen PLMN; 

-
If the home network has provisioned "null-scheme" as public key scheme, then the UE shall generate a SUCI using "null-scheme".
- 
If the home network has not provisioned the public key needed to generate a SUCI. 

Editor’s Note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.

Editor's Note: Privacy provisioning is FFS. 

Editor's Note: The emergency services are FFS.
*************** END of Change 2 ****************
*************** Start of Change 3 ****************
……………..

6.8.x
Concealing SUPI in NAS SMC
When NAS encryption is not enabled or if it is enabled but with encryption algorithm NEA0, the UE shall follow this procedure to generate a concealed SUPI (C-SUPI) to be sent in the NAS Security Mode Complete message.
The UE shall generate KSUPIcon based on the KAMF. Then the UE shall use one of the following options to generate C-SUPI.
Editor’s Note: The generation of KSUPIcon is FFS. 
Editor’s Note: Whether KNASenc can be used instead of KSUPIcon is FFS.
Note: One of the following two options shall be selected by SA3 and then standardized.
OPTION 1:

The UE shall use the KSUPIcon as a symmetric key to selectively conceal the SUPI using a default encryption algorithm.
Editor’s Note: The default encryption algorithm is FFS.
OPTION 2:

The UE shall use the KSUPIcon key as an input in addition to the SUPI to a 256-Hash function. The Hash function output is called (Consealed SUPI, C-SUPI). C-SUPI = hash-256 (SUPI, KSUPIcon)
Editor’s Note: The hash function and the details is FFS.
*************** End of Change 3 ****************
*************** Start of Change 4 ****************
5.3
Requirements on the AMF

……………………..

5.3.4
Subscriber privacy 

Editor's Note: This subclause will contain general, high-level requirements on the AMF related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

The AMF shall support primary authentication using the SUCI.
The AMF shall support assigning 5G-GUTI to the UE.

The AMF shall support reallocating 5G-GUTI to UE.

The AMF shall support deconcealing the Concealed SUPI (C-SUPI) from the NAS Security Mode Complete message received from UE as part of the initial registration procedure.
The AMF shall support comparing the deconcealed C-SUPI, i.e., SUPI, to the respective SUPI received from the home network during the UE initial registration procedure.
*************** End of Change 4 ****************
