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1
Decision/action requested

Requirement to AMF added. For approval.
2
References
TS 33.501
3
Rationale

With the introduction of the null-scheme there is the danger that a compromised AMF is pretending to not understand a real-encrypted SUCI and demands the UE to attach with the null-scheme SUCI. The UE shall only do so, if this is authorized by the home network, otherwise the privacy feature is useless. 
Thus, it is proposed that the AMF shall provide a fresh authorization proof of the home network operator to the UE, if the visited network operator's AMF requests the UE to send SUCI with null-encryption. Such an authorization proof could be that the UE sends with the real-enrypted SUCI a freshness parameter, that the home network needs to sign (possibly together with the SN id). The SN, when rejecting the real-encrypted SUCI and requesting null-scheme SUCI needs to provide the proof. Then UE can decide how to react.
See also S3-17XXXX SUPI attach procedure - merge 2363 and 2357” by KPN/Nokia which describes a method for authorization proof for sending null-scheme SUCI.

Further AMF shall be able to confirm that the SUPI returned from the home network and provided by the UE in a secure way match. See also Nokia's contribution S3-173124 LI conformity when privacy is used.
4
Detailed proposal

Note to the reader: change relates to  
5.3 
Requirements on the AMF
****************** Start of changes ******************

5.3.4
Subscriber privacy 

Editor's Note: This sub-clause will contain general, high-level requirements on the AMF related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

AMF shall support primary authentication using SUCI.
AMF shall support assigning 5G-GUTI to UE.

AMF shall support reallocating 5G-GUTI to UE.
The AMF shall provide a fresh authorization proof of the home network operator to the UE, if the visited network operator's AMF mandates the UE to send SUCI with null-encryption. 
The AMF shall be able to confirm SUPI from UE and from the home network.
****************** End of changes ******************

