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1	Decision/action requested
Approve the change proposed for the clause 6.6.5 Handling of NAS Counts
2	References
Current text from 33.401 corresponding clause:
[bookmark: _Toc492975519]“6.5	Handling of NAS COUNTs
Each separate KASME has a distinct pair of NAS COUNTs, one NAS COUNT for uplink and one NAS COUNT for downlink, associated with it. 
It is essential that the NAS COUNTs for a particular KASME are not reset to the start values (that is the NAS COUNTs only have their start value when a new KASME is created). This prevents the security issue of using the same NAS COUNTs with the same NAS keys, e.g. key stream re-use, in the case a UE moves back and forth between two MMEs and the same NAS keys are re-derived. 
The NAS COUNTs shall only be set to the start value in the following cases: 
-	for a partial native EPS NAS security context created by a successful AKA run, 
NOTE:	The NAS COUNTs are not actually needed at the UE for a native context until it has successfully received the first NAS Security Mode Command for that security context. The NAS COUNTs are not needed at the MME until it sends the first NAS Security Mode Command for that security context. Before the MME sends the first NAS Security Mode Command for a given partial native security context, the MME sets the NAS COUNTs for the security context to 0. After the NAS SMC message is sent for that partial native security context the NAS COUNTs for that partial native context are increased for each following sent NAS message as specified in TS 24.301.
-	or for an EPS NAS security context created through a context mapping during a handover from UTRAN/GERAN to E-UTRAN, 
-	or for an EPS NAS security context created through a context mapping during idle mode mobility from UTRAN/GERAN to E-UTRAN.
The NAS COUNTs shall not be reset during idle mode mobility or handover for an already existing native EPS NAS security context.
The start value of NAS COUNT shall be zero (0). “
3	Rationale
Currently clause 6.6.5 is empty. Considering that multiple NAS connections can be established over multiple ccess links e.g 3gpp and non3gpp, NAS context over multiple NAS links and how COUNTS are maintained need to be explained. Following principles are adopted.
· When UE registers over multiple access types such as 3gpp and non3gpp, a NAS sub context is created for the corresponding access type. 
· The main NAS context is created at the registration time the first access type and shall contain the NAS integrity and encryption keys, selected algorithm common for all NAS links.
· It should be possible to deactivate a NAS sub-context if the UE de-registers from this access.
· AMF in the NAS SMC will indicate to the UE, parameters necessary for context separation of between access types. i.e ( NAS link id#, packet counts etc).
· NAS algorithm selection etc need to be exchanged only for the first context, not for subsequent NAS sub-context creation.
· Each sub context, UL/DL counts are independently maintained by the UE and AMF.

4	Detailed proposal
***************************************** start of changes **************************
[bookmark: _Toc490577388][bookmark: _Toc496020510][bookmark: _Toc496020967]6.6.5	Handling of NAS COUNTs
Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 6.5, which is about handling of NAS COUNTs.
Each access type to 5GC shall have a separate NAS subcontext corresponding to that access in addition to the main NAS context. The main NAS context created at the registration time of the first access type contains the NAS integrity and encryption keys, selected algorithm common for all NAS links. NAS sub context created from a given KAMF shall have NAS link id#, a distinct pair of NAS COUNTs, one NAS COUNT for uplink and one NAS COUNT for downlink, associated with it. NAS link id# shall be the differentiator between the multiple NAS subcontexts.
It is essential that the NAS COUNTs for a particular KAMF are not reset to the start values (that is the NAS COUNTs only have their start value when a new KAMF is generated). This prevents the security issue of using the same NAS COUNTs with the same NAS keys, e.g. key stream re-use, in the case a UE moves back and forth between two AMFs and the same NAS keys are re-derived. 
In the AMF NAS COUNTs shall only be set to the start value in the following cases: 
-	for a partial native 5GC NAS security context created by a successful AKA run, 
Editor's Note: 5G NAS security context mapping and handling of NAS COUNTS in interworking scenarios are FFS.
In the UE NAS COUNTs are not actually needed for a native context until it has successfully received the NAS Security Mode Command over the access type it sent the registration request to 5GC. When the received NAS SMC is successfully validated, UE shall initialise the NAS COUNTs for the NAS subcontext indicated by the NAS link id.
In the AMF NAS COUNTs are not needed until it sends the first NAS Security Mode Command for that security sub context. Before the AMF sends the first NAS Security Mode Command for a given partial native security context, the AMF sets the NAS COUNTs for the security sub context to zero (0). After the NAS SMC message is sent for that partial native NAS security sub context the NAS COUNTs for that partial native context are incremented.
The NAS COUNTs shall not be reset during idle mode mobility or handover for an already existing native 5GC NAS security context.
The start value of NAS COUNT shall be zero (0).

*********************************** End of change **********************************
