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Decision/action requested

Request SA3 to agree on the detailed proposals in section 4.
2
References
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3GPP TS 33.501 v040
3
Rationale

This paper explores the topic of integrity protecting TAU Request and Registration Request messages during idle mode mobility of the UE between 4G and 5G. 
4
Detailed proposal

4.1
Background
4.1.1 Idle mode mobility from 3G to 4G
Let’s begin by looking at how UE authentication is accomplished in idle mode mobility from 3G to 4G. 
a. Integrity protection of the TAU Request message

· When an idle-mode UE moves from 3G to 4G, it originates a TAU Request message. If the UE has a current EPS NAS security still stored internally, it’ll use it to integrity protect the TAU Request message. 

· If the MME has the indicated EPS NAS security context, it shall verify the TAU Request message. If it is successful, the UE and the MME share a current EPS NAS security context and there is no need for the target network to request a mapped context from the source network.
b. Use of P-TMSI signature to authenticate the UE

· There is also a provision for the source SGSN to verify the P-TMSI signature. This is used to authenticate the UE by verifying that the P-TMSI value provided by it in the TAU Request message is indeed the one assigned by the network to it. 

· Even though P-TMSI signature is not cryptographically linked to the TAU Request message, it still enables the source SGSN to authenticate the identity of the UE.
In summary, both the source and the target networks can authenticate the UE in idle mode mobility from 3G to 4G, by verifying the information provided by the UE in the TAU Request message. 
Even when the TAU Request message is unprotected (i.e. not integrity protected), there is at least a way for the SGSN to authenticate the identity of the UE (if not the UE itself). This is the minimum authentication capability that is provided in idle mode mobility from 3G to 4G.
4.1.2 Idle mode mobility between MMEs

In case of a MME to MME idle mode mobility event, integrity check is always performed by the source MME. The target MME includes the full TAU Request message in the Context Request message it sends to the source MME. 

The source MME uses parameters such as old GUTI, NAS-MAC etc. in the TAU Request message to verify the message. The Source MME provides its security context in the Context Response message it sends to the Target MME, which then uses it to generate the full security context.
4.2
Integrity check for Idle mode mobility between 4G and 5G
For interworking between 4G and 5G, scenario 4.1.2 described above applies as the 4G MME believes that it is communicating with another MME over the S10 interface even though it is interfacing over N26 with an AMF.
Let’s now look at how this assumption impacts interworking in both the directions:

4.2.1
Idle mode mobility from 5G to 4G

In this scenario, the target network is a 4G network. Hence 4G based TAU Request MUST be sent by the UE. As explained in clause 4.1.2, the responsibility of verifying this message falls entirely on the source AMF.
4.2.2
Idle mode mobility from 4G to 5G. 
In this scenario, the source network is a 4G network. Therefore, the Context Request message sent by the AMF to obtain a context from the source MME MUST be 4G based. 

However, the target network is a 5G network and 5G Registration Request (RR) is sent by the UE to the AMF. There is an option for us to improve and optimize our security procedure by allowing the target network (5G) to verify the message if there exists a security context for that network in both the UE and the AMF. But if the current 5G context doesn’t exist in the UE and the AMF, then the responsibility of verifiying the integrity of the Registration message and authenticating the UE, falls on the MME.

But legacy MMEs do not understand the RR message nor the MAC computed on the RR message. Without an alternative mechanism for the MME to verify the message, there is going to be a gap in the functionality compared to what’s possible today in interworking from 3G to 4G. 
There needs to be some way for the MME to authenticate the UE before it can generate a mapped security context for the AMF.

4.2.3
Proposed solution

4.2.3.1
Interworking from 4G to 5G

The Registration Request message contains a derived 4G-based TAU Request message, derived by the UE from the Registration Request message. 

Registration Request message will, in general, contain two MACs:

· The 4G-MAC value is computed on the derived TAU Request message from the current 4G NAS security context.

· The 5G-MAC computed from the UE’s store of the 5G NAS security context (5G-MAC), if it has one. 

The message will also have the corresponding KSI values.

Procedure:

a. The UE sends Registration Request message with 4G-MAC computed from the derived TAU Request message and conditionally 5G-MAC computed on the Registration Request message, the condition being that the UE has a 5G NAS security context.
b. If the Registration Request message contained 5G-MAC, the AMF attempts to verify it. If the AMF can successfully verify the 5G-MAC, it means it is sharing the security context with the UE and there is no need for the AMF to obtain a mapped security context from the MME. 

· The AMF uses the “MS Validated” field to indicate to the MME that the UE has already been authenticated and there is no need for it to re-authenticate the UE again. In this scenario, 4G-MAC is not sent in the Context Request message.

c. If the AMF cannot verify the 5G-MAC for whatever reason, it extracts the TAU Request message from the RR message and forwards the complete TAU Request message along with the 4G-MAC and eKSI parameters in the Context Request message to the MME.

d. The MME will verify the 4G-MAC, and if successful, sends its EPS security context to AMF in Context Response message.
Steps a, b, and c are new. Step d already exists for MME to MME idle mode mobility.

4.2.3.2
Interworking from 5G to 4G
Procedure:
a. The UE sends a TAU Request message to the MME. 

b. The UE derives a mapped 4G-GUTI from 5G-GUTI. It generates 5G-NAS-MAC from the existing current 5G security context. (This assumes that the format of a 5G-NAS-MAC, in particular its length, is equal to that of a 4G-NAS-MAC as otherwise the MME would not accept it.) The corresponding NG-KSI value (of the 5G security context) is included in the TAU Request message. (This assumes that the format of NG-KSI is equal to that of 4G-eKSI, as otherwise the MME would not accept it.)
c. The MME forwards the complete TAU Request message to the AMF.
d. The AMF obtains the corresponding security context, based on the NG-KSI value in the TAU Request message, and verifies the integrity of the message

e. The AMF generates a mapped security context and responds back to the MME.
Editor’s Note: it is ffs whether there should also be a strong recommendation for the MME to perform re-authentication asap because the 5G network knows the keys used on the 4G side once the mapped security context has been taken into use. 
5
Conclusion

SA3 is kindly requested to agree on the proposed solutions in section 4.2.3 as a general guideline when designing a solution for interworking with a legacy MME:
Companion papers S3-173076 and S3-173077 propose normative text for Idle mode mobility between 5G and 4G based on the above set of principles. 
