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Decision/action requested

Request SA3 to agree on the detailed proposals in section 4.
2
References

 [1]
3GPP TS 33.501 v040
3
Rationale

This paper discusses a couple of issues with 5GC interworking with a legacy MME over N26.

Issue 1:

During idle mobility from 4G to 5G, the target AMF depends on the MME to verify the Registration Request from the UE and generate a mapped security context for 5G, if the target AMF doesn’t posess a current security context for the UE and/or cannot verify the message on its own.

When interworking with a legacy MME, the source MME cannot verify the 5G Registration Request message as the legacy MME expects a 4G TAU request or 4G Attach request in the Context Request message, and it will not be able to verify the MAC computed over a 5G Registration Request message. 

If the MME cannot verify the message, the MME responds with an approporiate error as specified in TS 23.401 clause 5.3.3.1

“To validate the Context Request the old MME uses the complete TAU Request message and the old S4 SGSN uses the P‑TMSI Signature and responds with an appropriate error if integrity check fails in old MME/S4 SGSN.”
The corresponding text from TS 33.401 clause 6.1.4:
“The procedure shall be invoked by the newly visited MMEn after the receipt of a Tracking Area update request from the user wherein the user is identified by means of a temporary user identity GUTIo and the Tracking area identity TAIo under the jurisdiction of a previously visited MMEo that belongs to the same serving network domain as the newly visited MMEn.

The protocol steps are as follows:

a)         The MMEn sends a message to the MMEo, this message contains GUTIo and the received TAU message.

b)         The MMEo searches the user data in the database and checks the integrity protection on the TAU message.

            If the user is found and the integrity check succeeds, the MMEo shall send a response back that:

i)          shall include the IMSI,

ii)         may include a number of unused EPS-authentication vectors ordered on a first-in / first-out basis, and

iii)         may include any EPS security contexts it holds

            The MMEo subsequently deletes the EPS-authentication vectors and any EPS security contexts which have been sent.

            If the user cannot be identified or the integrity check fails, then the MMEo shall send a response indicating that the user identity cannot be retrieved.

c)         If the MMEn receives a response with an IMSI, it creates an entry and stores any EPS authentication vectors and any EPS security context that may be included.

            If the MMEn receives a response indicating that the user could not be identified, it shall initiate the user identification procedure described in clause 6.1.3 during the Initial E-UTRAN Attach procedure, or it shall reject the TAU Request message initiated by UE during the TAU procedure (see clause 4.4.4.3 in TS24.301[9]).”

Such an error response from a legacy MME will force the AMF to re-authenticate the UE again with a full AKA run.
Possible Options

1. AMF always re-authenticates the UE when it is performing a 4G to 5G mobility event with a legacy MME.
2. AMF can know before-hand that it is interworking with a legacy MME and accordingly send a 4G-based Context Request that the legacy MME can understand and process. This will involve:
a. the UE canonically mapping the 5G Registration Request to a 4G TAU Request for generating the correct value of 4G-MAC, and including the complete TAU Request in the Registration Request message.
b. the AMF including the 4G-based TAU Request in the Context Request message 
Conclusion
We propose to use Option 2 as a solution to solve Issue #1 that arises when interworking from 4G to 5G.
Issue 2

Since legacy MME believes it is talking to another MME over the S10 interface, it responds to the Context Request message by forwarding the key KASME to the AMF in the Context Response message. This raises couple of security concerns:

a. The MME knows the mapped key on the 5G side.
b. The 5G side knows all the keys on the 4G side and can potentially read all the encrypted messages previously sent in 4G.
The 5G side can handle the first issue by forcing a re-authentication of the UE. In other words, the AMF generates new set of keys based on a full authentication run. 

NOTE: The second issue, however, cannot be remedied as the 4G side thinks it’s talking to another MME and does not consider sending the key KASME as a security risk. 
Proposal 2:
It is proposed to have this Editor’s Note to study this aspect further.
Editor’s Note: It is FFS whether UE re-authentication is strongly recommended to be performed by the AMF at the end of the interworking procedure with a legacy MME.
4
Detailed proposal

Accompanying pCR S3-173076 implements Option 2 and the proposed Editor’s Note for idle-mode mobility from 4G to 5G.
It’s further proposed that an LS be sent to SA2 and CT1 on the first issue of sending a 5G based Registration Request message in the Context Request message to the legacy MME.
