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1
Decision/action requested

This paper discusses the issue of rejecting a resume request, and proposes ways forward.
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3
Introduction
NR supports RRC_INACTIVE state, in which the UE is in connected mode from the core-network perspective with an active NG connection to the gNB but uses IDLE mode like procedures on the air interface (RAN paging and UE controlled mobility etc). The UE and the network store the UE context (including the security context) when the UE enters INACTIVE state. RAN2 has recently agreed that when a UE attempts to resume the RRC connectivity from INACTIVE state, the network may send the UE back to INACTIVE (i.e. reject the attempt to resume) by sending a message over SRB0 (i.e. without security). There are some security implications with this approach as highlighted by RAN2 in the incoming LS [1]. In this contribution we discuss these issues and propose a way forward. 

4
Discussion
The procedure for RRC Resume (both successful case and unsuccessful – i.e. the reject case) is as shown below. 
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Case 1: RRC Resume – successful case
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Case 2: RRC Resume – Reject case
In Case 2 above, the gNB is allowed to send the reject message over SRB0 and RAN2 ask SA3 to check the security implications of this procedure [1]. Case 2 above (i.e. the reject) is meant to cover the cases when the network is congested (i.e. lack of air-interface resources or Xn resources or lack of processing power at gNB etc) and/or the gNB is unable to process the Resume request from the UE momentarily. Case 2 above is characterized by the following: 

· UE in CM-Connected mode is prevented from having service 

· At least a wait timer is included in the reject message

· UE’s security context is still held at the last serving gNB (i.e. UE context is not fetched)

If a malicious gNB sends the reject message over SRB0, this may lead to the following potential security issues: 

· Denial of service: 

· The connected mode UE is denied service for a period or forever (reject the Resume request again and again).
· Frequently repeated reject messages may be sent by a malicious gNB, which can also drain the battery power of the UE. 

· Man-in-the-middle attack: 

· After the attack shown below, the network considers the UE has moved to IDLE mode while the real UE is actually in INACTIVE mode. It may not be a big issue as the UE can move to CONNECTED mode after the subsequent Resume attempt (i.e after the wait timer has expired) or after paging. 
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· Replay attack: 
· If a malicious user captures the Resume request that has been rejected by network, it can re-send the Resume request to the network before the UE re-send it. The attempt will fail (after the integrity check for step 7 in above figure fails or timeout for receiving step 7), and the network considers the UE moves to IDLE mode. Same as Man-in-the-middle attack, it also may not be a big issue.
Based on the above analysis, the following observations are made: 
Observation 1: Sending reject message over SRB0 without protection to a CM-Connected mode UE opens the door for potential DoS attacks to make the UE out of service, and may also lead battery drain issue
Observation 2: Man-in-the-middle attack and Replay attack can lead to temporary state-mismatch between network and UE, which may not be a big issue
5
Conclusion and proposals

Conclusion:
Given the above, it is reasonable to consider if the DoS attack can be prevented using a simple mechanism. In order to prevent DoS attack, the whole reject message, or at least wait timer IE, needs to be integrity protected using AS key.
Proposals:
In order to protect the Reject message, SRB1 is needed to be used to send the Reject message. In order to use SRB1, the Reject message needs to be integrity protected. The proposed way is as follow:
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1. gNB receives Resume Request, and sends a new defined Congestion Indication message with a Reject message to the last servinge gNB. The Reject message will be sent to the UE, which includes wait timer.

2. Last serving gNB uses the AS key (Krrc-int) to integrity protect the Reject message, and sends a new defined Forward Indication message with the protected Reject message back to the target gNB, then target gNB sends the protected Reject message to UE in SRB1.

This procedure is stateless to the new gNB, which makes the new gNB only plays a forward role in the procedure.

Actions:
Reply the RAN2 LS with the above solution.
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