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	Summary of change:
	· Clarify that the “Group media protection security material” element in the common group configuration record is an I_MESSAGE.
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	Other comments:
	


******************** Start of 1st change *******************
5.7.1
General
To create the group's security association, a Group Master Key (GMK) and associated identifier (GMK-ID) is distributed to MCX UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each MCX UE within the group shall be provisioned by the MCX Key Management Server (KMS) with time-limited key material associated with the MCX user as described in clause 5.3. The Group Management Server shall also be provisioned by the MCX KMS with key material for an identity which is authorized to create groups.

The GMK is distributed from the GMS to a MCX client using the security mechanisms described in clause 5.2, transported over either SIP or HTTP. When the GMK is transported within the group configuration data record for a particular group (e.g. during group management service authorisation), the ‘Group media protection security material’ element of the group configuration record (table A.4-1 of 23.280 [36]) shall be a MIKEY-SAKKE I_MESSAGE containing the GMK.  The GMK may also be provided in an I_MESSAGE as part of a ‘Notify group configuration request’ message from the GMS to the MCX client as described in clause 5.7.2.
For GMKs, end-point diversity is required and hence the extension in clause 5.2.3 is applied. Additional parameters may be included as defined in clause 5.2.4. The SAKKE-to-self extension may be included as defined in clause 5.2.5. Identity hiding may be supported as defined in clause 5.2.6.

The initiating entity shall be the initiating GMS. The initiating entity URI shall be the URI of the GMS (e.g. gp.manager@mcptt.example.org). The receiving entity shall be the terminating MCX user. The receiving entity URI shall be the MCX ID of the terminating user.  The distributed key, K, shall be the GMK, the key identifier K-ID shall be the GMK-ID and the end-point-specific key identifier, UK-ID shall be the GUK-ID.

Clause E.3 provides MIKEY message structure for GMK distribution.
******************** End of 1st change *******************
******************** Start of 2nd change *******************
7.3.6
Emergency group call

An emergency group call is described in clause 10.6.2.6.1 of 23.379 [2] and consists of a group communication where the priority of the transmission or group is set to an emergency status.  An existing group call may be elevated to an emergency status or a separate designated emergency group may be used.
When an existing group call is elevated to emergency status, there should be no change to the ongoing security context for that group.  Media protection, floor control protection, and application signalling protection continue to use the existing keys and mechanisms that were in place prior to elevating the group to emergency status. However, the call may be downgraded to clear to ensure the emergency group call is setup by the MCX system.

When a designated emergency group is used and the user intiates an emergency call, the emergency group is established and a new security context set up shall be attempted (assuming the emergency group is not already active).  If the security context setup is successful the emergency group call shall proceed with security, otherwise based on MCX operator policy the call may default to unencrypted.

For either existing or designated call types, a secured emergency group call uses group communication mechanisms where a GMK associated with the emergency group is distributed to the affiliated members per clause 5.7.  The GMK is used to encrypt the media for on-network and off-network, unicast or multicast, emergency group communications.  The GMK shall be converted into the SRTP master key and master salt as described in clause 7.4.2 and the emergency group media shall be encrypted using the SRTP master key and master salt as defined in clause 7.5.1.

For either existing or designated call types, floor control signalling for a on-network and off-network secured emergency group communication shall be protected as described in clause 9.4.

For either existing or designated call types, when required by the MCX service provider, sensitive application signalling parameters (e.g. MCX Service User IDs and MCX Group IDs) shall be protected as described in clause 9.3.
******************** End of 2nd change *******************
