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1
Decision/action requested

This pCR proposes solutions to verify gNB based on mobility restriction information in several situations.
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3
Rationale

TS 23.501, clause 5.3.4.1.1 states that UE mobility restrictions consist of RAT restrictions, Forbidden area and Service area restriction information. The UE shall store the mobility restrictions received from the core network, and comply with the service area restrictions identified in them. It also states that "In a Forbidden area under a given RAT, the UE is based on subscription not permitted to initiate any communication with the network for this PLMN".
This pCR proposes solutions to verify gNB for secure access of UE to appropriate gNB, which focuses especially on the handling of mobility restriction information. The solution may be applied to several parts of specifications such as requirements on gNB and handover procedures in TS 33.501 [1] or other specifications in SA2 and RAN. This pCR proposes that a UE which is active in a slice should not be handed over to the forbidden area in which it will lose access to the slice and will be unable to register with the network, thereby leading to service failure.
Further, if the information on the mobility restrictions is tampered with (modified), then it may result in the UE unwittingly moving into an area that it is not supposed to. The solution also proposes that the UE mobility restrictions are sent securely from the CN to the UE.
4
Detailed proposal

*** Start of change ***
5.4.4.z
Solution #4.z: Verifying gNB

5.4.4.z.1
Introduction  

TS 23.501, clause 5.3.4.1.1 states that UE mobility restrictions consist of RAT restrictions, Forbidden area and Service area restriction information. The UE shall store the mobility restrictions received from the core network, and comply with the service area restrictions identified in them. It also states that "In a Forbidden area under a given RAT, the UE is based on subscription not permitted to initiate any communication with the network for this PLMN".

This pCR proposes solutions to verify gNB for secure access of UE to appropriate gNB, which focuses especially on the handling of mobility restriction information. The solution may be applied to several parts of specifications such as requirements on gNB and handover procedures in TS 33.501 [1] or other specifications in SA2 and RAN. This pCR proposes that a UE which is active in a slice should not be handed over to the forbidden area in which it will lose access to the slice and will be unable to register with the network, thereby leading to service failure.
Further, if the information on the mobility restrictions is tampered with (modified), then it may result in the UE unwittingly moving into an area that it is not supposed to. The solution also proposes that the UE mobility restrictions are sent securely from the CN to the UE.
5.4.4.z.2
Solution details  

In this solution, verification of gNB is performed in the following situations such as, UE registration, UE configuration update handover, and gNB registration.

(1) UE registration

The procedure for UE registration with the network is defined in clause 4.2.2.2 of TS 23.502 [3], and the mechanism to verify gNB mentioned here can be applied to the procedure.

Firstly, the UE is preconfigured with the mobility restriction information as defined in clause 5.3.4.1 of TS 23.501 [2]. Before the UE accesses a gNB, it checks the preconfigured information about the gNB or area/cell to access. 
The mobility restriction information stored in the UE shall be updated with the latest information received from the AMF. The information shall be protected using the NAS security context.

Mutual authentication between UE and gNB is supported and may be carried out if high level of security is required. The data used for the authentication is provided from core network to gNB with integrity and confidentiality protection. 

(2) UE configuration update

TS 23.502 [3] clause 4.2.4.2 states that the AMF determines the necessity of configuration change due to UE mobility change or NW policy or UE subscription change. The mobility restriction information is updated periodically with this procedure. Mutual authentication is supported and may be carried out before the update in the same manner mentioned in (1).

(3) Handover

When UE moves form source gNB to target gNB, it shall check the signal strength of the target gNB, gNB ID and gNB slice ID and shall send its mobility restriction information to the source gNB. The source gNB shall check the UE mobility restrictions it received from the AMF and the UE and makes the handover decision in such a way that the UE does not get handed over to the forbidden area.
Editor’s Note: Details of the mechanism is FFS.
Editors’s Note: The details regarding gNB ID and gNB slice ID are FFS.
(4) gNB registration

The gNB registers to the network and informs its capabilities to the AMF. The AMF verifies the gNB and the capability, then stores the information, or may distribute the information on gNB to other AMFs. The AMF also sends the latest mobility restriction information to UE with integrity and confidentiality protection.
5.4.4.z.3
Evaluation 

FFS.
*** End of change ***

