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Abstract:
This pCR proposes an interim agreement on key refresh during handover with AMF change to Key Issue #4.9
1
Rationale

According to the interim agreements related to Key Issue #1.7, the 5G key hierarchy shall contain KSEAF as the security anchor key, which is common for all accesses. The key for mobility management, KAMF, shall be derived from KSEAF. 
TS 23.502 clause 4.9.1 enlists handover with AMF change as one of the scenarios for UE mobility in 5G. During handover with AMF change, there will be no backward security if the target AMF uses the same key as the source AMF.

In order to achieve key separation at the KAMF level, a key refresh mechanism is required. Most of the solutions (#1.35, #1.36, #1.40,#1.43 and  #1.45) in TR 33.899 regarding handover support the refresh of KAMF during handover with AMF change.
The interim agreement proposed in this contribution reaffirms this.
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Detailed proposal

******************START OF CHANGE**********************
E.4.9.x
MM Key refresh during N2 handover with AMF change
E.4.9.x.1
Description of question
The question is regarding whether the mobility management key (KAMF) shall be refreshed during N2 handover (with change in AMF) or not. 

Question: Shall the KAMF be refreshed during handover with AMF change?

E.4.9.x.2
Interim agreement
Yes.
********************END OF CHANGE***********************
