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1. 
Introduction
A new work item on "UE Positioning Accuracy Enhancements for LTE" was approved at RAN#75 [1] and updated at RAN#76 [2]. The objectives of this work item include support for broadcast of positioning assistance data: 

· Broadcasting of assistance data [RAN2, RAN3, SA3, SA2]
· Specify a new SIB to support signalling of positioning assistance information for A-GNSS, RTK and, as second priority, UE-based OTDOA assistance information. 

· Specify optional encryption procedure for broadcast assistance data, including mechanism for delivery of UE-specific encryption keys. 

At RAN2#98, an LS was sent to SA3 on "encrypting broadcasted positioning data" [3], with the request to SA3 to "study and design a suitable solution for encryption of broadcasted positioning assistance data".
The Open Mobile Alliance (OMA) has already studied and designed a solution for encryption of broadcasted positioning assistance data [10]. In this contribution, we discuss the general broadcast procedure and propose to use the OMA method for ciphering of broadcast assistance data elements in LTE. 
2. 
Background

Broadcast of positioning assistance data (e.g., GNSS, OTDOA) is supported in GSM [4] and UMTS [5]. In UMTS, broadcast of assistance data is supported via multiple RRC System Information Blocks (SIBs 15.x [6]). 

To allow control of access to the assistance data, parts of the broadcast assistance data may be ciphered. In both, GSM and UMTS a standard 56-bit Data Encryption Standard (DES) algorithm is used for this purpose, as described in [5], subclause 6.6.4.1.6. 
The deciphering of the broadcast assistance data messages utilize the deciphering keys delivered during the location update request. Inputs to the 56-bit DES algorithm are the following [5]:

-
56-bit key K (deciphering key);

-
16-bit Ciphering Serial Number from broadcast message, which is denoted by IV (Initialisation Vector);

-
plain-text bits (the ciphered part of broadcast message). 

The ciphering process is illustrated in Figure 1 below. Ciphering is done by producing a mask bit stream, which is then XOR’ed bit-by-bit to the plain-text data to obtain the cipher-text data. First, the Initialisation Vector (IV) is concatenated with 0-bits in order to achieve a 64-bit block I1. This block is then encrypted by the DES algorithm using the key K. Output is a 64-bit block I2. This constitutes the first 64 bits of the mask bit stream. If the message is longer than 64 bits, then more bits are needed. These are produced by encrypting I2 again by the DES algorithm using the key K. The output is a 64-bit block I3. This is the next 64 bits of the mask bit stream. This iteration is continued until enough bits are produced. The unnecessary bits from the last 64-bit block Ij are discarded. The Figure 1 below illustrates the first two mask bit generations and the two ciphered 64-bit blocks.
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Figure 1: Assistance Data Ciphering Algorithm in GSM and UMTS [5].
Deciphering is done similarly. The same mask bit stream is produced and these are XOR’ed, bit-by-bit, to the cipher-text data bits. The result will be the plain-text data.
Two Deciphering Keys are provided to the UE (the "Current Deciphering Key" and the "Next Deciphering Key") together with the "Ciphering Key Flag", which defines which of the two keys are selected [6, subclause 8.6.7.19.4]. The two Deciphering Keys are needed to overcome the problem of the unsynchronised nature of the periodic location updates in GSM that UEs make in the location area [7, subclause 9.4.6.3]. It is noted that this ciphering procedure (and indeed broadcast of assistance data via GERAN or UTRAN) seems not to have been deployed by any operator. Hence, there may be no prior implementation.
3. 
Basic Broadcast Procedure

The Figure 2 below shows an example procedure for broadcasting positioning assistance data in LTE. This is not yet final in RAN2, so it is possible that ciphering may be performed in a different way (e.g. by an eNB). However, this need not affect the ciphering procedure itself.
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Figure 2: Broadcast Procedure.
1. The various assistance data elements for each supported positioning method are collected, processed and formated at the E-SMLC. E.g., the E-SMLC may gather data from GNSS reference stations and other sources (e.g. eNBs, O&M). The E-SMLC may then encode and potentially cipher (see section 4 below) the System Information Block (SIB) content, which reduces impacts to eNBs in supporting the new SIBs (e.g. SIBs common to several eNBs would not have to be formatted and ciphered by each separate eNB).
2. An eNB may provide a list of desired SIBs to the E-SMLC together with control parameters (such as repetition rate, maximum SIB size, etc.) in a new LPPa [8] SIB Config Info message.
3. The E-SMLC encodes the data according to the SIB definition, and provides the data in a new generic LPPa [8] Broadcast Update message to the eNB. The information update for each SIB comprise all of the data broadcast by the SIB – pre-encoded and pre-ciphered as applicable. The E-SMLC can provide updated information when assistance data changes (or when a ciphering key is changed). 

4. The eNB includes the received assistance data SIBs in the corresponding RRC [13] System Information (SI) Messages. The UE applies the system information acquisition procedure to acquire the assistance data information that is broadcasted.
5. The E-SMLC provides the cipering keys being used to MMEs using a new LCS-AP [9] Ciphering Keys message. Information for each key might include an identification of applicable SIBs, a key value, a key identifier and a time of applicability.
6. The MME distributes the keys to suitably subscribed UEs using a mobility management procedure such as an Attach, Tracking Area Update and a Service Request.

4. 
Assistance Data Ciphering
The GSM/UMTS 56-bit DES algorithm summarized in section 2 above is rather weak and for LPPe, OMA decided to use the stronger 128-bit Advanced Encryption Standard (AES) algorithm (with counter mode) [10].

AES as specified in [11,12] is a block mode cipher algorithm that ciphers blocks of 128 bits at a time. However, Counter mode enables usage for a bit string that is not an exact multiple of 128 bits. Further, Counter mode enables a target (or a server) to perform most of the deciphering (or ciphering) processing independently of receipt of the data to be deciphered (or ciphered) which may enable more efficient processing. Provided counters are chosen in a non‑repeating manner by the server (which is a requirement for Counter mode), every block of data will be ciphered in a unique manner.

The algorithm makes use of a sequence of counters <C1, C2, C3, …> each containing 128 bits, where C1 is specified by the server and each subsequent counter (C2, C3 etc.) is obtained from the previous counter by adding one modulo 2128. Each counter Ci is ciphered using the AES algorithm with a common 128 bit key to produce an output block Oi of 128 bits. To perform ciphering of a broadcast message, the assistance data element is divided into blocks B1, B2, … Bn of 128 bits each, except for the last block Bn which may contain fewer than 128 bits. The ciphered assistance data element is obtained as a sequence of n blocks containing 128 bits each (except possibly for the last block) given by (O1 XOR B1), (O2 XOR B2), … (On XOR Bn), where XOR denotes bitwise exclusive OR. In the case of the last block, if Bn contains m bits (m<128), then the m most significant bits of On would be used for the exclusive OR. Deciphering is performed in the same way except that the blocks B1, B2, … Bn are now obtained from the ciphered message and the result of the exclusive OR operations yields the original unciphered message.  Figure 3 below provides an illustration of Counter mode for the generic case of an arbitrary block cipher algorithm CIPHk. 
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Figure 3: Illustration of Block Ciphering with Counter Mode [12]. 
The algorithms require specific conventions for bit ordering. The bit ordering applicable to ciphering for a ASN.1 PER encoded assistance data element is the bit ordering produced by the ASN.1 PER encoding [13,15] where the first bit is the leading bit number zero, the second bit is bit one etc..
The initial counter C1 used to cipher an entire assistance data element is provided to a target by a server in two portions. The first portion, denoted C0, is provided using point to point mode (see step 6 in Figure 2 above) along with the 128-bit ciphering key and an identifier for both of these values. The second portion, denoted D0, is provided in unciphered form as part of the overall assistance data message (see also section 5 below). A target then obtains C1 as:


C1 = (C0 + D0) mod 2128
(where all values are treated as non-negative integers)

To obtain any subsequent counter Ci from the previous counter Ci1 for any message, the following operation is used:


Ci = (Ci1 + 1) mod 2128
The value for D0 is different for different broadcast messages and ensures that the counters derived from C1 for any message are different to the counters for any other message.
While the proposal here for 128 bit counter mode AES is restricted to broadcast of assistance data, the same ciphering algorithm might be considered in a later release for broadcast of other sensitive data should this be needed.
5. 
Assistance Data Broadcast Element
Given the discussion in sections 3-4 above, a broadcast assistance data element could have the following general structure:
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The Control Parameters may include information about segmentation of the LPP Assistance Data Information Element (IE) in case a single RRC System Information Block (SIB) is not able to include the complete LPP Assistance Data IE [14] (message size limitation for RRC SIBs [13]).

The cipher key ID and counter value are included when ciphering is used – e.g. and may be included only in a first segment when segmentation is used. 
The message body contains an LPP [15] Assistance Data IE and may be ciphered. This assistance data element is provided to UEs in System Information (SI) messages (see step 4 in section 3 above). The System Information Block (SIB) in the SI message includes the CipheringKeyData if ciphering is used, which includes (at least) the cipherSetID and the d0 as described in section 4 above: 
-- ASN1START

CipheringKeyData ::=
SEQUENCE {

cipherSetID 




INTEGER (0..65535),


d0 







BIT STRING (SIZE (1..128)),

...
}

-- ASN1STOP

	CipheringKeyData field descriptions

	cipherSetID 
This field identifies a cipher set comprising a cipher key value and the first component C0 of the initial counter C1.

	d0
This field provides the second component for the initial ciphering counter C1. This field is defined as a bit string with a length of 1 to 128 bits. A target first pads out the bit string if less than 128 bits with zeroes in more significant bit positions to achieve 128 bits. C1 is then obtained from D0 and C0 (defined by the cipherSetID) as:

C1 = (D0 + C0) mod 2128 (with all values treated as non-negative integers).



The cipherSetID would also serve as an identity of the ciphering key used, which would enable an operator to use different ciphering keys for different SIBs and to change the value of a ciphering key without disrupting UE broadcast acquisition (e.g., if the new key was provided to UEs in advance). A server should not reuse a particular cipher set ID for a new cipher set for a certain period (e.g., 24 hours following usage for the last broadcast for a previous cipher set).
The first component C0 for the initial ciphering counter C1 is provided point-to-point (see step 6 in section 3 above). Multiple Cipher Sets may be provided to the target device, each containing information relevant to ciphering of a particular System Information Block (i.e., different SIBs could have different ciphering keys). Each set includes (at least) the following information:
	cipherSetID
	INTEGER (0..65535)
	This field specifies the cipher set ID.

	cipherKey
	BIT STRING (SIZE (128))
	This field specifies a cipher key as a bit string of size 128 bits.

	c0
	BIT STRING (SIZE (1..128))
	This field specifies the first component of the initial ciphering counter C1. If less than 128 bits, c0 is padded out with zeroes in more significant bit positions to achieve 128 bits.

	sibType
	INTEGER(1..32)
	This field specifies the SIB Type for which the Cipher Set data is applicable.


6. 
Location of Ciphering

In the basic procedure shown in section 3, ciphering is assumed to be performed by the E-SMLC. However, another alternative would be to perform ciphering in each eNB. With this other alternative, cipher keys might be configured (e.g. by O&M) in eNBs and transferred to MMEs for distribution to UEs via mobility management procedures, or might be configured in MMEs (e.g. via O&M) and transferred to eNBs.

Leaving aside other aspects such as complexity and efficiency, which can be addressed in RAN2, there may be a security aspect for which a comment from SA3 may be useful to help RAN2 make a determination. The security aspect relates to the known lower security of eNBs (and HeNBs) as compared to CN elements like MMEs and an E-SMLC (which is part of the EPC). Therefore, assuming that ciphering can be performed by either eNBs or an E-SMLC, the E‑SMLC alternative would be more secure. 
7. 
Proposal
In this contribution, we discussed the general broadcast of assistance data procedure and the ciphering of assistance data elements. This leads to the following proposal:

Proposal 1:
Use the 128-bit Advanced Encryption Standard (AES) algorithm with counter mode for encrypting broadcasted positioning assistance data, as also used by OMA LPPe [10].

Since AES Counter Mode is a standard ciphering algorithm, it seems reasonable to define its usage in a RAN owned TS. It is thus suggested that SA3 decide whether the above proposal is acceptable and if so, reply as such to the LS from RAN2, leaving RAN2 to define the detailed impacts. 

This contribution also brought up the question of where ciphering may be performed with the following proposal concerning security:

Proposal 2:
Assuming that ciphering can be performed by either eNBs or an E-SMLC, it is seen that the E-SMLC alternative would be more secure.
A draft response LS according to the proposals above is provided in S3‑172024 [16].
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