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Decision/action requested

Security aspects of UE Identity request procedures in 5GS are analysed and concluded that there is no need to define new procedures for the AMF to request the encrypted SUPI from the UE / AUSF.
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Rationale

The SA2 LS in [1] states the following:

“Regarding the mechanisms for the user identity confidentiality, SA2 has discussed the Registration procedure (see TS 23.502 section 4.2.2.2) in which the AMF may send an identity request to the UE when the temporary identity provided by the UE is not recognized by the AMF.

QUESTION: SA2 would like to ask whether the encrypted SUPI can be sent by the UE in an identity request/response message to the AMF during a registration procedure, or if there are any restriction to the signalling in which the encrypted SUPI can be provided. “
To answer SA2 question, in this paper, we discuss the security aspects related to identity handling in 5GS, considering the SA3 interim agreements related to subscriber identifier privacy at the SA3#87 meeting. 

For this analysis, we assume that the 5G UE that is configured with the public key of the home network shall not send the SUPI in the clear. In otherwords, UE shall only send the SUPI by encrypting it with the public key of the home network before completion of NAS SMC. Once NAS SMC is completed, the UE may send the SUPI without this public key encryption as the confidentiality protection of the SUPI is provided by NAS security.
This means that there are three scenarios to consider for the registration procedures where the SUPI of the UE may be requested by the AMF using the NAS Identity procedures:

1) NAS security is active: The UE registration is being performed using the existing NAS security and the UE can respond with SUPI in Identity response to the AMF as the SUPI privacy is provided by the NAS confidentiality protection. This case should not happen in practise as the newtrok should be able to link the security context to the SUPI.
2) NAS security is NOT active and no stored NAS security context is available at the UE: The UE shall include the encrypted SUPI in the registration message and there does not seem to be any need for the AMF to request the encrypted SUPI from the UE. 

3)  NAS security is NOT active and a stored NAS security context is available at the UE: The UE is identified by a UE temporary identifier (5G GUTI) and the registration message shall be integrity and optionally confidentiality protected using the stored NAS security context. If the AMF is not able to locate the UE NAS security context using the 5G GUTI (e.g., AMF has lost the UE context or the 5G GUTI is out of sync between the UE and the AMF), then the AMF can neither check the integrity of the message nor decrypt it. This seems to be the only case where there may be a need for the AMF to request the UE for its encrypted SUPI from the UE.

Conclusion #1: The only scenario where there may be a need for the AMF to request the encrypted SUPI during a registration procedure is when the NAS security is NOT active and a stored NAS security context is available at the UE.
In scenario 3, if the AMF is not able to locate the UE context (e.g., the UE context was lost or 5G GUTI out of sync), the AMF does not know whether there is no context or they are out of sync. The AMF must obtain the encrypted SUPI from the UE and then must contact the home network to obtain the SUPI using newly defined 5GS procedures. Retrieving only the encrypted SUPI from the UE without contacting the home network does not provide sufficient information to the AMF. Only then the AMF can determine whether the UE context is lost or it is out of sync. In case of the former, the AMF must indicate to the UE that it’s not recognized by the network and it should resend the registration message with the encrypted SUPI. For the latter case, the 5G GUTI allocation procedures should be defined such that out of sync scenarios are minimized. Otherwise, there will be bigger issues, e.g., UE not being reachable as the network will not be able to page the UE (as SUPI paging is not possible in 5GS due to subscriber privacy). The scenario where the 5G GUTI is out of sync between the UE and the AMF should be a rare event and it can be addressed similiarly to the case where the UE context does not exist (i.e., by AMF indicating to the UE that it’s not recognized and should retry registration). Therefore, there does not seem a need to define new procedures for requesting encrypted SUPI using identity procedures to handle such rare error scenarios, espically given that simpler alternatives for recovery exists

Conclusion #2: There is no need for the AMF to request the encrypted SUPI of the UE during a registration procedure using NAS Identity procedures as alternatives exists.
Providing the SUPI to the visited network before the authentication of the UE has implications on the subscription identifier privacy of the 5GS and needs to be carefully considered. This is because, if the SUPI is provided to the visited network before knowing whether the UE is present and requesting service from that network, then a passive eavesdropper may capture the encrypted SUPI and collude with any ONE of the serving networks with which the home operator has a romaing relationship and obtain the SUPI from the home network. This effectively means that 5GS subscriber privacy is bypassed.

Conclusion #3: Providing SUPI to the visited network without authentication of the UE compromises the 5G subscriber identifier privacy.
If EAP based authentication is selected by the home network, AUSF shall perform the authentication of the UE before the SUPI is provided to the AMF. If EPS AKA* is selected, then the SUPI can be provided by the AUSF to the AMF(SEAF) before the authentication of the UE is completed in the 5G-AIA (5G Authentication Initiation Answer) message. Fortunately, this threat can be mitigated with EPS AKA* if the AUSF is configured to require the Authentication Confirmation message from the visited network to the home network before the SUPI is provided to the visited network. This security threat with EPS AKA* can be mitigated if the AUSF has a way of checking whether the AMF in the serving network can be trusted (e.g., AMF is in the same home network or in a trusted partner’s network). To ensure subscriber privacy, the 5GS needs to have mechanism to enforce that the SUPI is not provided by the home network to the AMF before authentication of the UE is completed.
Conclusion #4: It shall be possible for the home network not to provide the SUPI to the AMF before the authentication of the UE is completed.
The simpler and more secure alternative to handle scenario 3 is for the AMF to indicate to the UE that it is not recognized (e.g., via error codes) and that the UE should try registration with the encrypted SUPI. This behaviour is inline with EPS, where if the TAU request is not regonized by the MME, it rejects the TAU request and the UE performs a new attach.

Conclusion #5: In scenario 3 if the AMF is not able to locate the UE context using 5G GUTI, the AMF shall inform the UE that it is not recognized. The UE may resend the registration message with the encrypted SUPI. 
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Detailed proposal

SA3 kindly requested to:

· Agree on the conclusions #1 to #5 in this contribution.
· Agree on the proposed reply LS to SA2 in S3-172018 
