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1
Decision/action requested

This pCR proposes a normative text for AS key derivation
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3
Rationale

In LTE, KeNB is either provided by MME or derived based on an intermedicate key. The intermediate key is either NH paired with NCC in case of vertical key derivation or KeNB* derived form the current KeNB in case of horizontal key derivation.

[image: image1]
When KeNB is derived from the intermediate key (i.e., NH or current active KeNB), KeNB* is derived first with Physical cell ID and EARFCN-DL as inputs. Such binding of physical parameters for KeNB derivation may lead to unnecessary key deriviation in case of intra-eNB HO or an RLF if the PDCP anchor does not change. These problems are addressed in TR33.899 [1] 5.4.3.11 Key issue #4.11: Flexibility to retain or to change AS security keys. Furthermore, using physical parameters as inputs for key derivation may lead to a compatibility issue when the lengths or types of those parameters change as the evoluation of RATs as happened in LTE.
In order to provide flexibility in AS key change and future proof, it is desired to use more generic yet RAT independent parameters in AS key derivation. Therefore, the following is proposed to be the derivation function when a new KgNB is derived at a gNB.
KgNB* = KDF(K, AS KEY COUNT)

where K is the exising KgNB or the a fresh KgNB that has been passed down to the gNB by the AMF.

AS KEY COUNT is initialized (e.g., to 0) when a new KgNB is used, and incremented by 1 for each key derivation from the new KgNB. For example, the gNB may prepare multiple KgNB* using different AS KEY COUNT values, each of which is associated with a specific gNB. This would provide the UE flexibility in cell selection in case of handover failure, e.g., due to RLF. Also, using AS KEY COUNT as an input parameter increases the randomness of the KgNB chain. Namely, the same KgNB does not produce the same KgNB* for a different AS KEY COUNT value is used. 
4
Detailed proposal
It is proposed that SA3 accept the below pCR for inclusion in TS 33.501.
***
BEGIN OF FIRST CHANGE
***
6.5
Security handling in mobility
6.5.y
AS key derivation at gNB
This key derivation is used to provide a key for the connected mobility from one gNB to another gNB.
A new KgNB is derived based on an intermediate key KgNB* and KgNB* is derived as follows.

KgNB* = KDF(K, AS KEY COUNT)

where K is the exising KgNB or the a fresh KgNB that has been passed down to the gNB by the AMF. AS KEY COUNT is initialized (e.g., to 0) when a new KgNB is used, and incremented by 1 for each key derivation from the new KgNB. During the handover, the gNB may prepare multiple KgNB* using different AS KEY COUNT values, each of which is associated with a specific gNB. Only one of them becomes valid as a result of handover completion, where the AS KEY COUNT is provided to the UE by gNB either during the handover procedure or the RRC connection re-establishment procedure when the handover fails due to RLF and the UE selects a different cell.

***
END OF FIRST CHANGES
***
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