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Decision/action requested

Security aspects for interworking between NextGen Core and EPC are analysed and key derivation and usage principles are proposed
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References

None
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Rationale

Interworking between the 5GC and EPC requires the UE context sharing/transfer between core network entities (i.e., AMF and MME) via the N26 interface. From security standpoint, context sharing/transfer implies that either KSEAF or KAMF has to derive or be used as KASME or vice versa during the inter-system handover.

Key derivation and the corresponding key hierarchy for each serving system can be represented as follows.

· 5GS key hierarchy

KAUSF -> KSEAF -> KAMF -> KAN (or KgNB) 

· EPC key hierarchy

K (CK|IK) -> KASME -> KeNB 

where “->” implies the LHS key derives the RHS key but not the other way.

In EPC, KASME is the key in the serving network from which subsequent NAS and AS keys are derived. During the handover involving MME relocation, KASME is transferred from the source MME to target MME as MMEs are assumed to be trusted entities. 

In 5GC in general (i.e. not restricted to Phase 1), KSEAF is the anchor key in the serving network. If a deployment separates the SEAF and AMF, the KSEAF is not shared between AMFs at an event triggering AMF relocation. This enables security isolation between AMFs such that a compromise of one AMF does not compromise the entire system security. 
NOTE: Backward security can be achieved by having the source AMF derive a new AMF key (KAMF) and sends it to the target AMF during the AMF relocation. However, this does not provide forward security and therefore compromise of an AMF key compromise the security of the entire system until a new anchor key becomes available (e.g., based on a fresh authentication). Of course, having backward security without forward security is only really solving a half of the security problem, e.g. if it is felt necessary to protect one AMF from the next AMF by providing backward security, then it should be possible to provide forward security when transitioning in the other direction. 
NOTE: In case of collocated SEAF and AMF, both forward security and backward security cannot be achieved because KSEAF is available at all AMFs that the UE is connected to.
In 5G phase 1, it is decided that SEAF is collocated with AMF, hence KSEAF is maintained by AMF assuming AMF is deployed in a secure location. Meanwhile, it needs to be considered which key is used to facilitate EPC – 5GC interworking as it would have security implication for the future phases of 5G. There seems to be two possible deployments of the SEAF and AMF that need to be considered when designing the interworking in Phase 1, namely acollocated AMF with SEAF where the AMF is in the same security level as an MME and a split AMF from SEAF where the AMF is in a less secure location. It is important to consider these use cases now so that a Phase 1 UE can work with different network deployments and still achieve the desired security goals. Leaving the functionality out of a Phase 1 UE means an operator cannot have flexibility in deploying AMFs in their network as they have to treat all UEs the same. 

Below we consider some of the possible key derivations that could be used for interworking between 5GC and EPC. The analysis assumes no restriction on modifying MME behaviour or changes to the N26 interface compared to the S10 interface. 
1) 5GC to EPC mobility
a. SEAF derives KASME from KSEAF: MME is considered as another AMF, hence gracefully integrated into the 5G key hierarchy. Key separation between MME and AMF can be achieved if desired (e.g., if SEAF and AMF are separated in later phases). For interworking cases where the AMF is not trusted to have access to the KASME, then a secure interface between SEAF and MME will be needed to be able to derive KASME from KSEAF. 
b. AMF derives KASME from KAMF: this resembles a horizontal key derivation in LTE for X2 based handover between eNBs. Key delivery is done via the N26 interface. This is only valid when AMF is in a secure location like MME in LTE, which limits the deployment flexibility of AMF. Compromise of KAMF would compromise the security of the UE in 4G, which would further impact the security of the UE in 5G when the UE comes back to the 5GC. However, this may be useful for HO scenario where the derived KASME is only used for deriving KeNB to facilitate the connected mode HO but not for establishing NAS security context. In such scenario, the key usage information (i.e., only for KeNB derivation) shall be indicated to the MME. The MME establishes a NAS security context either based on a. or based on a native security context (e.g., by retrieving a native security context in EPC if exists or running a fresh authentication).
c. SEAF sends KSEAF to MME: this follows the trust model in LTE and is only valid under the assumption that EPC (and MME) is an entirely trusted and secure entity from the 5GC. If the assumption is invalidated, the 5G system security is entirely compromised. It would also restrict the type of keys that KSEAF could derive to ones that can be known by an MME.
d. AMF sends KAMF to MME: this follows the trust model in LTE and is only valid under the assumption that EPC (and MME) is an entirely trusted and secure entity from the AMF. If the assumption is invalidated, the 5G system security is compromised at least in part managed by the AMF. This seems to have no security advantages over b. 
Out of the above propose key derivation, the alternative 1) a. seems to be most suitable from a security perspective.
To facilitate inter-system HO, 1) b. can be used for limited purposes.

Proposal #1: To support 5GC to EPC mobility, SEAF shall be able to derive a key from KSEAF that would be used by the MME to create a security context.
Proposal #2: To support fast 5GC to EPC handover, AMF shall be able to derive a key from KAMF that would be used by the MME to derive a KeNB.
2) EPC to 5GC mobility
a. MME derives KSEAF from KASME: the 5GC anchor key is derived by the MME, which implies 5G security is subordinate to the EPC. This is only valid under the assumption that EPC is at least as secure as 5GC, which contradicts the 5G security requirements (at least as secure as that of 4G) and hence cannot be justified.  It would also restrict the type of keys that KSEAF could derive to ones that can be known by an MME.
b. MME derives KAMF from KASME: this would support seamless inter-system handover under the assumption that MME is at least as trusted and secure as AMF. The problem is how to return to 4G without an authentication if the alternative 1) a. is chosen for interworking from 5GC to EPC. Therefore, it is necessary to establish an anchor key in 5GC immediately after the change of core networks. Establishment of anchor key shall rely on either fresh authentication or a key maintained in the 5GC based on prior authentication. 

c. MME sends KASME to AMF: this is similar to deriving KAMF from KASME, hence has the same issues and requirements. However, this is less preferred as compromise of a single AMF would break the security of the entire 4G security for a certain UE. It has the returning to 5GC issue as for the alternative b. and seems to provide no advantages over the alternative b. 
d. MME derives a K’ASME from KASME (KASME’ is considered to be a mapped KSEAF): This key could play of the role of KSEAF for a limited set of key derivation that would need to be defined. To construct the full set of 5G key hierarchy, establishment of an anchor key through a 5G authentication or a key maintained in the 5GC based on prior authentication (as opposed to the mapped KSEAF) is needed.
For interworking between EPC to 5GC, the alternative 2) d. is preferred.  
Proposal #3: To support EPC to 5GC mobility, MME shall be able to derive a key from KAMSE which would be used create a security context at SEAF.
In case that the KASME held at the MME is a mapped one (i.e., mapped KASME), it shall be indicated to SEAF to further limit the usage for the mapped KASME’. The SEAF may determine the usage of the mapped KSEAF in 5GC based on the indication and the local policy. 
Proposal #4: When sending a key to 5GS, the MME shall inform the type of the KASME from which the key was derived. The type of the KASME is either native or mapped one.
Proposal #5: When receiving a key from EPC, the AMF/SEAF shall determine the usage of the key based on the type of the KASME from which the key was derived. 
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Detailed proposal
SA3 is kindly requested to agree on the following interworking principles.
Proposal #1: To support 5GC to EPC mobility, SEAF shall be able to derive a key from KSEAF that would be used by the MME to create a security context.

Proposal #2: To support fast 5GC to EPC handover, AMF shall be able to derive a key from KAMF that would be used by the MME to derive a KeNB.
Proposal #3: To support EPC to 5GC mobility, MME shall be able to derive a key from KAMSE which would be used create a security context at SEAF.

Proposal #4: When sending a key to 5GS, the MME shall inform the type of the KASME from which the key was derived. The type of the KASME is either native or mapped one.

Proposal #5: When receiving a key from EPC, the AMF/SEAF shall determine the usage of the key based on the type of the KASME from which the key was derived. 
