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Decision/action requested

This contribution proposes solution to the issue of negotiating the security algorithms to use between the UE and gNB and a pCR to implement such a solution. A companion contribution proposes a response LS to RAN2. 
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Rationale

The major open issues with the EN-DC work is to decide how the gNB is aware of the security algorithms that the UE supports for protecting the bearers when the PDCP terminates in the gNB and how to ensure that the selection of these algorithms is not open to biding down attacks.
There are two choices for each of these open issue, either NAS signalling or AS signalling. In their response LS [3], CT1 did not want to not change the MME to enable EN-DC, while RAN2 [4] had a preference to use the NAS signalling as this aligned with the selection of algorithms for LTE DC. It should be noted that there is an important difference here in that the MME does not need to change to support the non-security functionality to deploy EN-DC but that the eNB does need to change to support the non-security functionality for EN-DC. 
When designing a solution, it should be future proof and hence it is also important that is possible to evolve the algorithm support on NR independently from those supported on LTE. This is particularly important from a testing perspective as if a single bit means that an algorithm is supported on both LTE and NR, but there are no implementation of this on one technology then it becomes extremely difficult to test the new algorithm. 
Given the above restriction and the fact that legacy MME only support the negotiation of 7 non-NULL LTE algorithms, then trying to use the NAS method of signalling the support algorithms means that LTE will have run out of space (note: the last of the algorithms would be needed to indicate that additional algorithms are supported and the MME should look at the new bits used to signal the supported algorithms if it supports such new algorithms). This means a NAS based method cannot be future proof without requiring changes to the UE. Such a lack of future-proofing of solution could ned up in the situation where the gNB is unaware that the UE supports a certain security algorithm in NR and hence the first choice of algorithm will not be chosen. There is a security weakness of trying to use a NAS based solution that makes no changes to the MME, i.e. such a solution can never be fully future proof. 
In [2], RAN2 raises some issues with a solution based on AS signalling, namely, (1) fetching the NR security capabilities only after AS security has been activated, (2) echoing the security capabilities for bidding down protection and (3) the ability (or otherwise) to store the NR security capabilities in the MME as part of the Radio Access capabilities. 

From a security perspective, using (2) removes the need for (1) and allows (3). This means an AS solution is possible that only means one of the three issue raised by RAN2 is needed.
Overall the AS solution has minimal impact. It requires the addition of the supported security algorithms to the NR part of the Radio Capabilities and echo back of these radio capabilities during the bearer set-up. The NR radio capabilities will need to be sent by the MeNB to the SgNB to pass radios capabilities to the SgNB, so that is not a new requirement. 
This decision should not place any restriction on the way that the algorithm negotiation is done when attached to a 5G core. Hence it is proposed that SA3 agree to accept negotiation of the NR security algorithms via AS is signalling for the EN-DC solution.  The below pCR implements these changes to the draft CR [1] and another companion contribution proposes a response LS to RAN2 (S3-171999) based on the above discussion.
4
Detailed proposal

It is proposed that SA3 approve the below pCR as changes to the EN-DC draft CR [1].
**** START OF CHANGES ****

E.X.3
Activation of encryption/decryption of DRBs and encryption/decryption/integrity protection of SRB

The offload procedure with activation of encryption/decryption of an offloaded SCG DRB and/or activation of encryption/decryption and integrity protection of an offloaded SCG SRB follows the steps outlined on the Figure E.X.3-1.
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Figure E.X.3-1. SgNB encryption/decryption and integrity protection activation 

1.
The UE and the MeNB establish the RRC connection.

2.
The MeNB decides to offload some DRB(s) and/or an SRB to the SgNB by checking whether the UE has NR capability and is authorized to access NR. The MeNB sends SgNB Addition Request to the SgNB over the Xx-C to negotiate the available resources, configuration, and algorithms at the SgNB. The MeNB computes and delivers the S-KgNB to the SgNB if a new key is needed. The UE NR security capability shall also be sent to SgNB. 
NOTE 1: The MeNB is already provided with the UE NR security capability and the information on access right to NR during attach procedure defined in TS 23.401 [2].

3.
The SgNB allocates the necessary resources and chooses the ciphering and integrity algorithms if an SRB is to be established which has the highest priority from its configured list and is also present in the UE NR security capability. If a new S-KgNB was delivered to the SgNB, then the SgNB calculates KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc if an SRB is to be established. 
4.
The SgNB sends SgNB Addition Request Acknowledge to the MeNB indicating availability of requested resources and the identifiers for the selected algorithm(s) to serve the requested DRBs and/or SRB for the UE. The SgNB shall include the received UE NR security capabilities in this message in order to provide bidding down protection.
5.
The MeNB sends the RRC Connection Reconfiguration Request to the UE instructing it to configure the new DRBs and/or SRB for the SgNB. The MeNB shall include the SCG Counter parameter to indicate that the UE shall compute the S-KgNB for the SeNB if a new key is needed. The MeNB forwards the UE configuration parameters (which contains the algorithm identifier(s) received from the SgNB in step 4) to the UE (see section E.X.4.3 for further details). The MeNB shall also include the UE NR security capabilities received from the SgNB.
NOTE 2: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCG Counter cannot be tampered with, and the UE can assume that it is fresh.

6.
The UE accepts the RRC Connection Reconfiguration Command. The UE first checks that the UE NR security capabilities received in the RRC Connection Reconfiguration Command match its own. If so, the UE shall compute the S-KgNB for the SgNB if an SCG Counter parameter was included. The UE shall also compute KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc for the associated assigned DRBs and/or SRB. The UE sends the RRC Reconfiguration Complete to the MeNB. The UE activates the chosen encryption/decryption and integrity protection at this point.
7. MeNB sends SgNB Reconfiguration Complete to the SgNB over the Xx-C to inform the SgNB of the configuration result. On receipt of this message, SgNB may activate the chosen encryption/decryption and integrity protection with UE. If SgNB does not activate encryption/decryption and integrity protection with the UE at this stage, SgNB shall activate encryption/decryption and integrity protection upon receiving the Random Access request from the UE.
**** NEXT CHANGE ****

E.X.4.3
Negotiation of security algorithms

When establishing one or more DRBs and/or a SRB for a UE at the SgNB, as shown on Figure E.X.3-1, the MeNB shall forward the UE NR security capabilities associated with the UE in the SgNB Addition/Modification procedure. If the MeNB does not have the UE NR security capabilities, it shall request them from the UE. 
Upon receipt of this message, the SgNB shall identify the needed algorithm(s) with highest priority in the locally configured priority list of algorithms that is also present in the received UE NR security capabilities and include an indicator for the locally identified algorithm(s) in SgNB Addition/Modification Request Acknowledge. The SgNB shall also include the received UE NR security capabilities in the SgNB Addition/Modification Request Acknowledge.
The MeNB shall forward the indication and the UE NR security capabilities received from the SgNB to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs and/or SRB in the UE. The UE shall check that the UE NR security capabilities sent from the SgNB via the MeNB match its own UE NR security capabilities. If so the UE shall use the indicated encryption algorithms for the SCG DRBs and/or SRB and the indicated integrity algorithm for the SRB.

**** END OF CHANGES ****
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